Aras DevOps 1.10

User Guide

Document #: D-008576
Last Modified: 5/29/2025



Aras DevOps 1.10

User Guide

Copyright Information

Copyright © 2025 Aras Corporation. All Rights Reserved.

Aras Corporation
100 Brickstone Square
Suite 100

Andover, MA 01810

Notice of Rights
Copyright © 2025 by Aras Corporation and/or its affiliates. All rights reserved.

This document is protected by U.S. and international copyright laws and conventions. No copyright may be obscured or removed
from this document. This document may not be modified or altered, or reproduced or transmitted in any form, without the explicit
permission of the copyright holder.

Aras Innovator, Aras, and the Aras Corp "A" logo are registered trademarks of Aras Corporation in the United States and other
countries.

All other trademarks referenced herein are the property of their respective owners.

Notice of Liability

THIS DOCUMENT IS PROVIDED FOR INFORMATIONAL PURPOSES ONLY, AND THE CONTENTS HEREOF ARE SUBJECT
TO CHANGE WITHOUT NOTICE. THE INFORMATION CONTAINED IN THIS DOCUMENT IS DISTRIBUTED ON AN "AS IS"
BASIS, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE OR A WARRANTY OF NON-
INFRINGEMENT. ARAS SHALL HAVE NO LIABILITY TO ANY PERSON OR ENTITY WITH RESPECT TO ANY LOSS OR
DAMAGE CAUSED OR ALLEGED TO BE CAUSED DIRECTLY OR INDIRECTLY BY THE INFORMATION CONTAINED IN THIS
DOCUMENT OR BY THE SOFTWARE OR HARDWARE PRODUCTS DESCRIBED HEREIN.

©2025 Aras Corporation All Copyrights Reserved. 2

,ﬁj’aras



Aras DevOps 1.10

User Guide

Table of Contents

SENA US YOUTI COMIMENTS ..uuuiiuiiiiiiitiiiiiuiitiiintttsunesaaeneaesassaessseesssssesesssssssesessesssssssssssnnsnes 6
1 INTFOTUCTION i 7
L1 PUIMPOSE . e 7

L2 S OO P i 7

G T =T = A 8 T 11T o Lo PRSP OUPRPN 7

2 ATAS DEVOPS OVEIVIBW ...ttt e ettt e e e e e e e et s e e e e e e e e eeeesnnannas 8
0 O O Y= = SR 8

2.2 Centralized Development Model vs. Distributed Development Model (Aras DevOps)................ 8

3 (LU 1Sy (0] 1011411 o] o PSS 10
3.1 Standard Development EnvironmMent (SDE) ........ccoiiuiiiiiiiiiiiiiiiiee et 10
3.11 SDE OVEIVIEW ...ttt e ettt et e e e e e sttt et e e e e e s anbeteeeeaeesesnsbaeeeeeeaeaeannes 10

3.1.2  AZUIre DEVOPS SIGNON ...eiiiiiiiiiiiiieiee ettt e e e e s e e e e e e e e e snbebeeeaaaeeeaanns 11

3.1.3 Y] N = 1Y o - o) PSR 11

3.2 Local Development ENvironmMent (LDE).........cooiiiiiiiiieiiiiiiie e 20
3.2.1 CoNNECHiNG LDE 0 SDE ......coiiiiieiiie ettt e e e e e e e e e e 20

3.2.2 Obtaining INitial BASEINE .......cccoiiiiiiieee e e a e 21

3.2.3 Create Fork and Clone REPOSITOIY .....cccoiiiiiiiiiiiieiiiee ettt 25

3.24 ReVIieW WOTKING DIFECIOTY .......eviiiiiiiiieiiete ettt 27

3.25 Local Environment Variables St UP.........coiveeiiiiiiiiiiice e 29

3.2.6 Build and DepPIOy LOCAIIY ......cuueiiiiiiiiie et 31

3.2.7 Partial Local DepPIOYMENT.........uiiiiiiiiii ittt 33

3.3 Continuous Integration and Continuous Delivery (CI/CD) ... 34

S = 1]V PR 35

4 (@0 ] oA g1 010N (o] gl 0o =SSR 37
4.1  The Contribution ProCESS OVEIVIEW .........uuiiiiiiiiiiiiiiie ittt e et e e e e s s enbeae e e e e e e e e aaaes 37

4.2 Adding REMOLE RETEIENCE ... .ooi it es 37

4.3  Making Changes iN LOCAI REPO ......coiuiiiiiiiiiie ittt 39

4.4  Add or MOdify file 1N COOE TIEE.....ceiiiiii ittt e e e e s st e e e e e e e e aaaes 39

4.5  EXPOITNG PACKAGES ....vveiiiiieiiiiitiiiie ettt e ettt e e e e e e st e e e e e e e e st e be e e e e e e s e snnnteaneeeaeeseanns 40
45.1 Make Required Changes in Aras Innovator INStanCe..........cccccveveeeeeiicciieeeeeee e 40

45.2 Export Package After the Changes ...........coiii i 40

4.6  Copying the Export Utility’s Output to the Local REPO...........ceiiiiiiiiiiiiiiiiiiicee e 42

4.7  Staging MOIfIed FlES......oouiiiiiieee et 42

4.8  ContiNUOUS INEEGIatioN SCHPL........eiiiiiiiiie ittt e e s e e e snneeees 42

4.9 Testthe Deployment LOCAIIY .........cooui it e e e e e 43
4,10 Pushing Changes 10 FOIK...........uuiiiiiii e e e e e e s s st re e e e e e e e e anes 44
4.10.1 Fetching Changes/REDASING ........uuviiiiiiiiiiiiiie ettt 44

4.10.2 Pushing Changes t0 FOIK .........couiiiiiiiiiea et e e 45

411 Creating @ PUIl REQUEST ...ttt e e e e e e e e e s st e e e e e e s e snanbareeeeaeeeesanns 45
©2025 Aras Corporation All Copyrights Reserved. 3



Aras DevOps 1.10

User Guide

4,12 Trigger, BUild, and TeST....ciiii it e e e e s s e e e e e s s s e e e e e e aeane 47
4.13 ReVIeWINg & PUI REQUEST ..... ...ttt e e e e e nbea e e e e e e e e e aaaes a7
4.14 Merging the PUIl REQUEST..........uuiiiiieie e e e e e s st e e e e e e s e seantareeeeaeesesanes 49
5 Preparing the Project's Initial Baseline ........cccoeeviviiiiiiiiiiieeeeeeeeeeee e 52
6 Baseline Management........cooovviiiiiiiie e 53
7 T =] 11 =P 54
7.1 Deploy to System Integration Testing (SIT) ENVIrONMENt.........c.ooooiiiiiiiiieiiiee e 54
7.2 Generate NEW BaSEIINE ......ccoiiiiiiiiiiiiee ettt e et e e st e e s nnbaee e e 56
7.2.1 Creating Tag on Last Approved COMMIL.........cuviiiiiiieiiiiiee et 56
7.2.2 Running the Baseling PIPeling ... e 57
7.3  Delete Aras Innovator from SIT ENVIFONMENT ........uuiiiiiiiiiiiiiiieeie e 59
7.4  Delta deployment to production and non-production environMeNts .........ccccoevcveeeniiieeeesiiieeenns 61
7.4.1 Redeploy UAT deployment on Existing Database ............cccocvviiiiiiiieiniiene e 62
8 Using TransformationsS .......ooovvviiiiiiie e 67
8.1  TranSfOrMAatioN OVEIVIEW ..........cciiiiiiiiiiieieie e ettt e e e e e ettt e e e e e s s aab e e e e e e e e e s e aabsbeeeeaaeeeaannrereees 67
8.2  Type Of TransSfOrMatioN ...........oeeiiiiiiiiiiiii e e e e e e e e e e s e nnrnreees 67
8.3  The Purpose of TranSfOrMatioN ...........cooiuiiiiiiiiiii et 67
8.4 ULiliziNg TranSTOrMaLION ..........oueiiiiiiiiee ittt e et e e st e e s b e e e s sbneeeeaa 67
8.4.1 Example 1: XML Document Transformation (XDT).........coovcuvriereeeesiiiiiiineeee e e 68
8.4.2 Example 2: JSON Document Transformation (IDT) ......c.eeeevrireieiniiieee e 68
8.5 Ignore Configuration Files Transformation...............ceoieoiiiiiiiiiieie e 69
8.6  Environment SPecific CONFIGUIALION .........eiiiiiiiiiiiiii et 69
8.6.1 Example: Define an environment-specific 10gin SCreen .........ccccceveeivivcviieeee e, 70
8.6.2 Default Variable GrOUPS .......ocuueiiiiiie e 74
TR S Vo (o [ To Jr= TR T=Tol £ TP PPPPRR 74
8.6.4  Variables Naming and SCOPE........uuuiiieiiiiiiiiiieee e e e e e e e e e e anes 75
8.6.5 =] 1o 1o S 75
9 External authentiCation ...........coouiiiiiiiiiii e 76
9.1 Aras Innovator External Authentication using SAML 2.0 Authentication ............ccccocoeeiiiieeene 76

9.11 Example: Setup of Aras Innovator SAML 2.0 Authentication with Azure as Identity

Provider 77

9.2 CoNnfiguriNg SECUIE FIlES ........eeiiiiiie ettt e e e e e e e e e e e e e e e eneneeees 84
9.2.1 Upload a certificate as @ SECUre file ..........oooiiiiiiiii e 84
9.2.2 Configure File Permissions for a PIPeliNe ...........ccoocciiiiiiii i 86
9.2.3 Add a Transformation with Link to Certificate........cccccoveeivviiiieeiin e, 89
9.3 SAML2 Authentication Plugin Configuration ..o 91
9.3.1 Base CoNfIQUIALION .........coiiiiiiiiec e s e e e e s r e e e e e e s nnrnaeees 91
9.3.2 Configuring Identity Provider Metadata...........cccceeviiiieeiiiiieeieeee e 92
9.3.3 Configuring Service Provider Metadata...........cccceeviiiiieiiiieeeiieee e 94
9.34 Configuring CertifiCAtES ........oi i e e 97
9.3.5  Additional Authentication Options Configuration............cccccceeveiciiiiiee e 98
9.3.6 Aras INNOVALON USEI SEIUD ....uvvvereeeieieieieeeieteieeetereeererernrererennnnnerererererernrnrernrernrnnnrnnnnes 100
©2025 Aras Corporation All Copyrights Reserved. 4



Aras DevOps 1.10

User Guide

9.4 GENEIIC USEI IMBPPET ...ttt ettt ettt e sttt e sttt e e s bbbt e e s bbbt e e abbe et e anbneeesnnneees 100
94.1 GenericUserMapper Plugin Configuration.............cccuuveiiiiiiiiiiiiiieeeee i 101

10 = Tod = T 1 o Yo 106
10.1  SUMMArY Of MOGEING ....veeeeiiiiiee et e e s e e e s e e e s snrneeeeas 106
10.2 Review of Packaging SCENAIIOS. ... ...ccciiiiiiiiiiiiee it ettt ettt e et e et e e s sbeeee s sbaeee e e 107

O T2 R O 7= I RV 107

L0.2.2  CBSE 2 .eiiiiiie ittt ettt b e bt R b e s bt e be e e R bt e be e abee e nare e nrreennreas 108

F0.2.3  CASE 3 it e e e e e e e e s e e e e e e ae 108

10.3 Packaging TooIS and MetNOAS..........cooiiiiiiiiiiiiee e sbre e 109
10.4 Create and Manage New APPIICALION ........coiiiiiiiiiiiiie et 109
10.4.1 Creating a Package DefinitioN ...........cooiiciiiiiiiei e 110

10.4.2 Export Package and Update the Imports Manifest File..........ccccocceeeeiiiiciiienee e, 111

10.4.3 Confirming Manifest Changes in Version Control System ..........ccccccceeeriiieeeniiieeenns 112

11 Update Repository to Use Single Package ...........cccovvvvviiiciiiicccceceeen, 113
12 Update Repository to New BDS VErSiON .........uuuuveviiiiiiiiiiiiiiiiiiiiiiiinnneennnnns 116
12.1 Local Development Environment initialiZation ..............ooccuviiiiiiiiiiiii e 116
12.2 Determine the version of Aras DevOps to INStall ...........ccccvvieiiieeii e 116
12.3 Update version of the Aras DevOps PowerShell module ... 117
12.4 Update version of Aras DevOps package in packages.config.........cccoceveeeininiiiiieeeeeeen i, 117

13 Change Management and Implementation.............ccccceeveiiiiiiiie e, 118
13.1 Production Countdown SEQUENCE ...........ccciiiiiiiiiiiiiiiicie e 119

14 Branding CuUStOMIZAtiON ......coovviiiiiiiiiee e 122
ST o] = T o TR o3 = -1 o SRS 122
I O o = g Lo =T = T o T SRR 123
Appendix I: Local Development Environment Setup ........cvvvvviiiiiiiiiiiiiiiiniiinneee, 126
Installing WINAOWS POWEISNEIL.........eiiiiiie e e 126
Installing Chocolatey using Windows POWErShell. ... 126
LTS3 = 11TV T SRR 127
INSTAIIING AZUE CLI ..ottt ettt e e e bt e e e et e e e e bt e e e e nb e e e e s nnbeeeeennees 128
Required SPeCIfICALIONS ........coi ittt sb e e et b e e s sbr e e e e abreee e e 128
Appendix Il: Standard Solution Packaging TOOIS........ccccccvviiiiiiiiiiiiiiie 129
E X POt BXE e 129

[0 oTo] (=Y (= T 129

(070 g 1Yo1[=TU T [ r= Lo [ 2= (= USSR 129
Appendix lll: Adding Applications to @ Project ......cccoooovviiiiiiiiiiiie e 130
Appendix IV: Using a Shared Repository and Merging Conflicts ...........cccceee... 131
USE SNAr@d REPOSITONY ....ceeiieiiiiiitiiiee ettt e e e e e ettt e e e e e e s e abb e et e e e e e e s nbbbeeeeeaeeeaannenbeees 131
Connect 10 Shared REPOSITONY .......uuuiiiiieeiiiiiiiie e e e e e e s e e e e e e s e s e e e eaeessaneneeees 131
Push Changes to Shared REPOSITOIY ........ueiiiiiiiiie ittt e e sbree e 131
Fetch Changes from Shared REPOSITOIY .........cuiiiiiiiiiiiiiiiie ettt e e 131
Managing File CONFIICES .....coiii i e e e e e e s e e e e e e e e s seneneeees 131
ResoIVINg Merged CONFlICES .......uviiiiiieiee ettt e e sbaee e 132
Sharing Changes with the Remote REPOSITONY .........ocuueiiiiiiiiiiiiiiie e 132
(0L o IR = [P RTTT RO 132
©2025 Aras Corporation All Copyrights Reserved. 5



Aras DevOps 1.10

User Guide

Appendix V: TransSformationsS ......ooooiiiiiiiii e 134
Appendix VI: Vault RepliCatioN ..........uuuiiiiiiii e 137
Create TransformMation Fil..........o i e e e e e e e e e s e s e e e e e e e s nnnreees 137
RUN PIPEINES. ...ttt ettt e e e e sttt e e e e e e s e ab bt e e e e e e e e e s nbbbeeeeaeeeesannbnbees 137
Appendix VII: Continuous Integration Pipeline Configuration ..........cccccevvvveeenen. 138

Send Us Your Comments

Aras Corporation welcomes your comments and suggestions on the quality and usefulness of this
document. Your input is important in determining the information used for future revisions.

o Didyou find any errors?

o Is the information presented?

o Do you need more information? If so, where and what level of detail?
o Are the examples correct? Do you need more examples?

o What features do you like most?

If you find any errors or have any other suggestions for improvement, indicate the document title and the
chapter, section, and page number (if available).

You can send comments to us in the following ways:

Email:
TechDocs@aras.com
Subject: Aras Product Documentation

Or,

Postal service:

Aras Corporation

100 Brickstone Square

Suite 100

Andover, MA 01810

Attention: Aras Technical Documentation

If you want a reply, provide your name, email address, and telephone number.

If you have usage issues with the software, visit https://www.aras.com/support/

©2025 Aras Corporation All Copyrights Reserved. 6

/&aras


mailto:TechDocs@aras.com
https://www.aras.com/support/

Aras DevOps 1.10

User Guide

1 Introduction

1.1 Purpose

This user guide provides detailed information for contributors utilizing the Aras DevOps service to
manage and customize their locally deployed Aras Innovator and application instances.

1.2 Scope

The scope of this user guide provides instructions to define, manage, customize, and validate
locally deployed customizations, as well as outline the following:

e Contributor Process

e Branding

e Baselines

e Pipelines

e Transformations

e Packaging

e Change Management and Implementation

e Appendices which provide tool information and instructions

This user guide provides good practices to ensure proper configuration management of a solution
for business-critical operations.

Contributors' experience with these processes and procedures will determine what tools they
already use and prefer. The tools mentioned in this user guide are suggestions for consistency and
practical embodiment of the concepts, not endorsements or mandates.

1.3 Target Audience

This document is intended for contributors responsible for following its instructions (customizers,
PLM developers, and stakeholders involved in software development and project management).

Contributors working on implementing solutions using the Aras Innovator platform are responsible
for adhering to the information and steps outlined in this user guide.

©2025 Aras Corporation All Copyrights Reserved. 7
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2 Aras DevOps Overview

2.1 Overview

Aras DevOps is a subscription service that provides a cloud-based set of tools, scripts, and
processes for managing Aras Innovator customizations for an implementation project.

Aras DevOps is inherently part of the Aras Enterprise subscription (SaaS) but can also be

purchased separately as an Aras DevOps subscription to support customer-hosted Aras Innovator
environments.

2.2 Centralized Development Model vs. Distributed Development
Model (Aras DevOps)
In the Centralized Development Model, developers collaborate and implement changes within

shared installations of Aras Innovator, such as development, testing, and production instances.
Developers export and import Packages between the deployments and keep track of changes.

Aras DevOps enables developers to build and deploy an individual instance of Aras Innovator with
a Distributed Development Model. The system is modified using Git (a Version Control System),
which allows changes to be exported and stored.

Modifications are extracted from Git to build the system. Aras DevOps is equipped to execute
automated tests written by the development team and specifically designed for the Aras Test
Automation Framework (TAF) to verify the system's validity.

©2025 Aras Corporation All Copyrights Reserved. 8
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Multiple developers can contribute to the system, and Aras DevOps enables developers to identify
conflicts and merge all their contributions into a single Build. This enables early detection and
resolution of conflicts, improving collaboration and development efficiency.

Distributed Development Model

22
BTy

pipeline {% %
SIT <QA>

Each Developer has a private instance.
This Is synchronized with the common
instance by adopting modern Git based
development processes.

Note: The link to the production environment is not included for On-Premises customers who
purchased Aras DevOps as a stand-alone service. This link is included for Aras Enterprise

subscription customers.

©2025 Aras Corporation All Copyrights Reserved.
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3 Customization

System customization consists of configurations per customer usability. The following outlines the
general contributor configurations/customizations:

o  Workflow

e Reporting

¢ Interfacing

e Configuring lifecycles and other preferences

¢ Enhancing

e Forms

Contributors must set up a Local Development Environment (LDE) for local project configuration and
access to the Standard Development Environment (SDE) for contributions.

3.1 Standard Development Environment (SDE)

3.1.1 SDE Overview

Aras DevOps includes the Standard Development Environment (SDE), enabling contributors to
streamline their customized Aras solution in a cloud environment. It consists of the SIT and Build
environment, as outlined in this section.

SDE consists of tools and procedures that support contributors in implementing standard
Continuous Integration/Continuous Deployment (CI/CD) practices. This environment is designed
to streamline software development by facilitating efficient collaboration, version control, code
testing, and seamless deployment.

The following tools are provided by Aras:

e Aras Visual Studio Plugin: Allows seamless integration between Aras and Visual Studio.
e Import/Export: Tools that facilitate the easy movement of data in and out of the system.
e Test Automation Framework (TAF): Helps validate the system's functionality.

To supplement these resources, the SDE uses Azure DevOps services, which provide a
development environment where contributors can commit their changes, build the applications,
and test the Aras customizations. This ensures a standardized, repeatable process, reducing the
risk of deployment errors.

The SDE incorporates Aras Pipelines, which are workflows that automate steps in the software
delivery process, such as build, test, and deployment. By integrating these different components,
the SDE provides a comprehensive suite of tools for managing the entire software development
lifecycle.

Azure DevOps

Services

Baseline Aras
— Pipelines
é importExport
cuco

Practices

VS 2019

SDE

Standard
Tools and
Software

Aras Tools

Guidelines

il
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Once access is granted by Aras, a link to the SDE implementation project is emailed to the
requester (e.g., https://dev.azure.com/{organization}/{project}). This link navigates to the
dedicated space within Aras DevOps. All developers should have access to this link.

The Azure DevOps environment is only available to customers who have acquired either the Aras
DevOps Subscription or the Aras Enterprise Subscription.

The Local Development Environment configuration includes developer machine requirements,
which include creating a Fork, Baseline setup, Aras Repository Clone, and environment setup.

Refer to the appendices at the end of this user guide for instructions related to the tools Aras
suggests.

3.1.2 Azure DevOps SignOn

The following steps outline the process of signing into Azure DevOps:
1. Click the https://dev.azure.com/{organization}/{project} link.

2. Enter the registered email address used for access.

3. Install the Microsoft Authenticator application on a mobile device.
4. Click Next on the Microsoft Authenticator dialog box.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

9 Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose “Next".

ise a different authenticator app

5. Open the Microsoft Authenticator application on the mobile device and click the + icon.
6. Select the account and scan the QR code on the computer.
7. Click Next.

Microsoft Authenticator

Use the Microsoft Authenticator app to scan the QR
by code. This will connect the Microsoft Authenticator
> app with your account.

Can't scan image?

Back Next

3.1.3 SDE Navigation

The URL to the SDE environment is accessible only after the invitation process, which requires
setting up multi-factor authentication, is completed.

©2025 Aras Corporation All Copyrights Reserved. 11
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When connecting to the SDE URL, the following screens appear:

e Azure DevOps landing page: The visible implementation project represents where the
project team customizes Aras Innovator for subscribers.

J Azure DevOps ‘ earct =0 0 & @

B #sssoemmaining ArasSDETraining

New organizatior Projects My work items My pull requests Filter projects

ArasSDETraining-PLM-Implementation
>

e Azure DevOps Structure: Displays required information.

Azure DevOps Structure

= Overview — dashboards (scrum Masters)

= Boards — backlog, queries, etc. o A o
BB raining implementats productio

= Repos — team vs. Individual = m

» Pipelines — Continuouslntegration, L e

DeployToSIT, etc. 8~ 2 - o —

B fies

= Test Plans — Test Plans, Runs b cometi

» Artifacts — Baselines, Feeds o—
o poene
A
B

©2025 Aras Corporation All Copyrights Reserved. 12
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e Dashboards: Scrum masters use these to track project progress for team members’ Views.
A link is provided for traceability between change management and implementation.

Azure DevOps Overview — Dashboards

Customizable, highly configurable dashboards provide you and your teams with the flexibility to share
information, monitor progress and trends, and improve your workflow processes.

©) Ao DevOps 412557 o

B ArassOETraining 2. The Cale

B o & A g

.- a2 siom 0
e

A ==

e

A v %

B s —

i =112

ase: 19% e wiem 111

a wns 0.6
< o cd Chert st .
® Closd
=
ser o 08 Create iGentties of the comgeny.. ® mplerve,
1ainng Implementation Team Velociy ||||I|“||\\||\l|

e Analytics Views and Wiki Page: The team project Wiki is a platform for sharing information
with other team members. Provisioning a Wiki from scratch initiates a new Git Repository
that stores Markdown files, images, attachments, and a sequence of pages. The Wiki can
support collaborative editing of both its content and structure. Aras uses Wiki to share the
URLs of SIT test instances.

0 w1

Azure DevOps Overview — Analytics views & Wiki
Py Q|
B Aoess0Esning mpe. diytes v
[ —
a- = e
@ o
A
a 3 :
< erx;v.oaorv: e o
| B Arusorng .. [ |8
@ 1 @ Overview AasS Follow Edit
@ s s .
e
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o Work Items: These Items are required for approved changes. This may encompass other
tasks necessitated by the project or the tracking of requests made to Aras.

Azure DevOps Boards — Work Items
= Work item types (WITs) represent the core of the Azure DevOps tracking system and can be a bug, a requirement, a general
to-do, etc.

» Each work item has a unique 1D to keep track of its references from its creation to its implementation as a piece of
executable software.

€3 Asure Devdps 2o
B Aaesottiing M-+ Tk o for g the e b s pevi.Hyuexprienceany sues,plese g th b, yous e b locting i an s the preview by oloing e sz,
B overve
W sowss Recertly updated £ boaw Werk item ~ Cpen in Cusries Column Cpticns mpont Wiork fems § Racycie 8in
p—

° — s ur - onests acnayome
= ackiogs

° @ urssignea New g P mgiem 22028 2amtn P
Spent:

2 @ ursssignes Fumrel 282020 2803 o1

B Quis
@ urasugy

B Oelvery Ptans
G Analyics views
B sl

Q@ Aevorpectives

a wargond

B catenasr
a2
—
18 el
o roesns s uneal
A Tetra 18 @ urassigned
- s [y
2 @ suetin betsirsi New
s @ i Detvent
10 @ ursssignes ’
° eel
@ Project settings 26 @ unassigned Funnel

e Work Item Structure: Azure DevOps manages the process according to the definition set by
Aras Global Cloud Services (GCS). GCS continually updates the process to address
subscriber input and feedback. The current Agile Solution Delivery version is 4.1.

Azure DevOps Boards — Agile Process Model

= Supports Agile planning methods, including Scrum, and tracks development and test activities separately. This process works
great if you want to track user stories and (optionally) bugs on the Kanban board, or track bugs and tasks on the taskboard. The
process type is based on Agile Solution Delivery v3, and this dictate the WITs used. @
| oot seomue Project detalls

« Hierarchy |
+ Epics
+ Fealures
- Stories: User Story and Enabler Story, with Acceptance Criteria

+ Areas: Functional, capability attached/assigned
to teams

- Sprints (Iterations): Used for refinement /grooming Portfolio backlog

= Set definitions of Ready and Done

Backl
- Epics and features reflect the business focus, °9

user stories and tasks are related to the development -

« Example:

« Area: Certification
+ Epic: Change Management
+ Feature: Design Rm'uesl Management lssue & bug
+ User Story: Add Design Request tracking lssue
©2025 Aras Corporation All Copyrights Reserved. 14
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e Boards: The Boards can track various Work Items, including features, user stories, tasks,
bugs, etc. They support both Scrum and Kanban methodologies. Additionally, the Boards
include capabilities for planning Sprint, managing Backlogs, and generating reports on work
progress.

Azure DevOps Boards — Agile Process Model

= Supports Agile planning methods, including Scrum, and tracks development and test activities separately. This process works
great if you want to track user stories and (optionally) bugs on the Kanban board, or track bugs and tasks on the taskboard. The
process type is based on Agile Solution Delivery v3, and this dictate the WITs used. &

et setng | Project detads
= Hierarchy

= Epics

= Features

= Stories: User Story and Enabler Story, with Acceptance Criteria

+ Areas: Functi ility attact i

to teams
= Sprints (lterations): Used for refinement /grooming Portfolio backlog

> ADAD

= Set definitions of Ready and Done
Backl:
+ Epics and features reflect the business focus, °9 Configurable
user stories and tasks are related to the development -

Example: L :
= Area: Certification Task =% Task
= Epic: Change Management
+ Feature: Design R t M t
eature: Design eques anagemen! Issue & bug
» User Story: Add Design Request tracking Issue

e Backlogs: Backlogs in Azure DevOps are used to manage and prioritize Work Items in a
gueue. They provide an ordered list of Work Items, such as user stories, features, or bugs

that the team needs to work on.

Azure DevOps Boards — Backlogs

«» Backlogs display work items as a list and boards display them as cards. With list backlogs, you can quickly develop your project plan, group and
prioritize work, and make bulk updates on selected work items.

« There are three classes of backlogs
- Portfolio backlogs typically track high-level features, scenarios, or epics; they help you organize your product backlog into a hierarchy of elements.
- The product backlog contains a prioritized list of user stories, deliverables, or works you plan to build or fix.
« Sprint backlogs contain just those items that each team is working on during a scheduled sprint or iteration period.

2 den Ot
B sy e
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e Sprints: Sprints in Azure DevOps represent time-boxed iterations where a set amount of
work is completed.

Azure DevOps Boards — Sprints

= Sprints, specified by Iteration Paths, are defined for a project and then selected by teams. A sprint cadence can vary
between one week to four weeks or longer.
= You assign work to sprints that teams commit to deliver at the end of the sprint.
= Azure Boards tools rely on sprint assignments to a team Sprint backlogs, Taskboard, and Delivery plans.

D [ ]
B oty -
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-
e )
:._ -
e ° o
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e Queries: Queries enable users to filter Work Items within or across projects for listing,
updating, or sharing Work Items.

Azure DevOps Boards — Queries

= Queries enable you to filter work items within or across projects (4]
for the purposes of listing, updating, or sharing work items. Q S 80

R
1
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e Repos: There is only one main configuration Repo per project for the Standard
Development Environment. Notice the orange and white backgrounds of the Git logo. The
white background repositories are Forks.

Azure DevOps Repos — Repos
= Azure Repos is a set of version control tools that you can use to manage your code.
= Before we start the development or implementation, based on Innovator version required, an Azure DevOps repository (CRT) will be created by GCS
and access will be given to customer project team
= This Azure DevOps Repo will be based on CRT, and all customizations and configurations should be committed to this Azure DevOps repository.
= Building custom packages and deployments will happen from this repository. ©
P v
) Azure DevOps B £ z & work I
7 s
ArasSDETraining | L.+ € Wo & traw .
z s E Main Repo pltres
R Files | =@ wod
& overvew -‘ ol —~ P cevelopment vt
W eoarss Comiey o -, Mine
Forks

Repos. I

B e Branches

¢ Commas

All

2 pushes OauthSenver

¥ Branches SefSennceReporting i New repository s

O mgs pOcLrapasery New branch

1 ullrequests Tests novator n 16X {

e Files, Commits, and Pushes: In Azure DevOps, Files are the individual project
components, Commits are snapshots of changes made to those files, and Pushes are the
action of uploading these Commits to a Remote Repository for team access and
collaboration.

Azure DevOps Repos — Files, Commits & Pushes

) Asure DevOps . .

B AraesOtTaining Imple... | © Work tiogTA
) Asure DvOpe ° °
2 ArmSOETining lmgle_. tawingTa
B Commits v L
[

SR —— 1B 0 I TRN-001 Added a e i i ek DR TA 00

O oy -

W s 1272022 1 update) hd

i @ I e
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e Branches, Tags, and Pull Request: In Azure DevOps, Branches are separate versions of
the codebase for isolated development, Tags are reference points to specific versions of the
code, and a Pull request is a mechanism for developers to propose, review, and merge
changes from one Branch to another.

Azure DevOps Repos — Branches, Tags & Pull Requests

3 Anee Devom ° ®

el LS [~ ]
& oo [P

@ v

e Pipelines: Pipelines in Azure DevOps are automated workflows for Continuous Integration
and Delivery, enabling code build, test, and deployment processes.

Azure DevOps Pipelines — Pipelines

» Azure Pipelines automatically builds and tests code projects to make them available to others.

» Azure Pipelines combines continuous integration (Cl) and continuous delivery (CD) to test and build your code and ship it to
any target (SIT, and other environments).

« These pipelines are configured for your repository based on the subscription model

« Cl Pipeline will be triggered automatically; Other pipelines can be triggered manually as and when needed

3 dmreomom ' | (]
§9 ety b Pipelines
W oeren et A .
[ .
2
‘ o i 0w
| e Prpwbi i e °
J-gEe—— O v P ~~”» o
& Relexes
"y © cmsimce
Pt v © oscretsnoen
T Deployment groepr
A v © oty
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e Test Plans: Test Plans in Azure DevOps provide a structured approach for defining,
tracking, and managing testing activities to ensure software quality.

Azure DevOps Test Plans — Test Plans

= Azure Test Plans is an easy-to-use, browser-based test management solution that provides all the capabilities required for
planned manual testing, user acceptance testing, exploratory testing, and gathering feedback from stakeholders.

= This is an addition to the standard SaaS environment (additional cost).

2 wple... | . 41: Document Attributes and Form (1D: 64)

| Erecute Chat

| B8 scarcs Test Suites « @ B Test Points (3 tems) ™
| @ s

|

| @ Poeines
A waron

T Testplans I

R for web appbeation

© Faszed

e Progress Reports and Runs: Progress Reports in Azure DevOps provide insights into the
development lifecycle and project milestones, while Runs represent individual executions of
tests, builds, or deployments.

Azure DevOps Test Plans — Progress Report & Runs

= Edit Master text styles

Progress report )

@ e +Test runs © Congletes pT— o
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e Baselines and Artifacts: Baselines in Azure DevOps represent specific versions of the
project for comparison or recovery, while Artifacts are the output files generated from build

and release Pipelines.

Azure DevOps Artifacts — Baselines & Artifacts

= With Azure Artifacts, you can create and share NuGet and
npm packages from private and public sources with teams in g ..

Azure DevOps. These packages can be used in source .

code and can be made available to the CI/CD pipelines. : A

With Azure Artifacts, you can create multiple feeds that you A ven £

can use to organize and control access to the packages. = i
= Feeds -

= Baselines
+ Provides the GCS initial baselines that can be used by customers
» Home for future basalines created during the customer development cycles
= Artifacts (non-Saa$S customers) .
- Provides diverse CRT and System related packages - N

Q oo 9
B avsotriiny b = —os + Cumnfoen T T [
& oo

- .

-

& e ?

A o 5

®

3.2 Local Development Environment (LDE)

A Local Development Environment (LDE) is a software and tools configuration on a developer's
computer that enables developers to write, debug, and test software. This environment often
mimics the production setting as closely as possible, encompassing programming languages, code
editors, Version Control Systems, and possibly virtual machines or containers. The LDE allows
developers to make and test changes without affecting the live application or production data.

Depending on company policies, an IT department may need to perform the below steps for users.
For more detalils, refer to the Setting Up Local Development Environment Appendix.

3.2.1 Connecting LDE to SDE
When working in the LDE, open Windows PowerShell as an administrator to connect to SDE.
The following steps outline the process for connecting to an SDE:
1. Run Windows PowerShell as an administrator.

Windows PowerShell >
App -

WinscP Windows PowerShell

" App

©¥ Windows Security
« Windows Fax and Scan

Settings

¥ Windows Security

©2025 Aras Corporation All Copyrights Reserved.
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2. Runthe command: az login
If tenant-level access is missing, run the command:
az login --allow-no-subscriptions

The Microsoft Azure dialogue box appears.

Microsoft Azure

B Microsoft

Pick an account

[ —

Connected to Windows

+ Use another account

Back

3. Select the Microsoft Azure account to launch Azure. The following message should appeatr:

You have logged into Microsoft Azure!

You can close this window, or we will redirect vou to the Azure CLI documents in 10 seconds

Using az login might not consistently grant access to the specific SDE. If the az login does
not work, using the Personal Access Token (PAT) method is recommended.

The current Baseline can be obtained and stored with the LDE successfully linked to the
SDE.

3.2.2 Obtaining Initial Baseline

Aras uses a Baseline as a database and Code Tree backup. When the project starts, Aras
initializes the SDE with the current release of Aras Innovator and provides the corresponding
Baseline in the Baseline feeds in the Artifacts.

Projects periodically generate new Baselines, which may be created at the start of a project to
add applications and language packs.

The following steps outline the process to obtain the initial Baseline:

1. Create a folder to save the Baseline in the local machine. For example,
C:\ArasProjects\Baselines\Cleaninnovatorxxspyy.
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2. From Azure DevOps, select Artifacts.

ArasSDETraining-PLM-... +

ﬂ Overview

| T summary
Dashboards

B8 wiki
& Boards
Repos
o Pipelines
& TestPlans
& Artifacts

3. Select Baselines from the drop-down menu.

‘ PLM-Baselines v

Feeds

[ Q Filter feeds

Active Feeds Deleted Feeds
Project scoped feeds
123
123reader

PLM-Artifacts

v PLM-Baselines

readerfromui
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4. Select the available Baseline(s) for the Aras Innovator release.

Cj Azure DevOps Aras

ArasSDETraining-PLM-... + a

D New! Use npm audit and npm audit fix locally ta identify and update

B oveniew
-

Boards
S O 1.0.202308291
B version 1.0.0
q Pipelines
at00tmo9
A Test Plans O
Version 1.0.0
!l Artifacts
0O 2t03tm09
Version 1.0.0

at06tmg10
Version 1.0.0

at10tmg10
Version 1.0.0

<00trn01
version 1.0.0

€09trn01

Version 1.0.0

cleaninnovatorl4spls

a
(0 B 0 0 &0 @

Version 1.0.0

trn11at03

0
il

Version 1.0.0

Aras provides the CleanIinnovatorxxSPyy Baseline for every new SDE. When selecting the
Baseline(s), the command line for downloading appears.

ete 8] i
Overview Versions  Upstream Versions t & Get Link

Get this package with the Azure DevOps Extension for Azure CLI Provenance

& Clifford Yu using VSServices/16.185.31303.2 (NetStandard;

az artifacts universal download \ (8] Microsoft Windows 10.0.19042)
--organization "https://dev.azure.com/ArasSDETraini ArtifactTool/0.2.190.15124052
ng/" \ A 4
--project "8f93ba30-0191-455b-8230-blabafa6de62" \ © Jul 17,2021 (7/17/2021 12:54:18 AM)
&7 ConnecttoFeed then --scope project \
--feed "PLM-Baselines"” \
--name "cleaninnovator12spl7” \ Development
--version "1.0.0" \ €
--path . -
2 B This feed
Stats
D : 4 106 downloads of this version
escription 4 106 total downloads
8 57 users of this version
Out of the box Innovator version 125P17 8% 57 total users

5. Run Windows PowerShell as an administrator.

> Windows PowerShell >

App

[}  WinSCP

Windows PowerShell
App

Apps

¥ Windows Security Open

o Windows Fax and Scan Run as Administrator

Settings Run ISE as Administrator

@ Windows Security ¥ Windows PowerShell ISE
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6. Run command: az login

X Administrator: Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform Powershell https://aka.ms/pscore6

PS C:\windows\system32> az login

7. Run the command to access the newly created folder in step 1:

cd C:\ArasProjects\Baselines\Cleaninnovatorl4sp3

8. Copy the command from Azure DevOps to download the Baseline and run the command in
Windows PowerShell.

Overview Versions  Upstream Versions O Get Link

Provenance

Get this package with the Azure DevOps Extension for Azure CLI

S Cliffo

az artifacts universal download \ Microsoft

-organization “https://dev.azure.com/ArasSDETraini
ng/= \

project "8f93ba30-0191-455b-8230-blabafasdes2” \

& Connectto Feed  ther scope project \

feed "PIM-Baselines™ \

-name “cleaninnovatori2spl?”™ \ Develope

version “1.0.0" \

path .

12:54:18 AM)

0

E¥ Administrator: Windows PowerShell

\ Downloading Universal Packages tooling (ArtifactTool winl@-x64 0.2.267): 100.00% ..

The following files are visible in the newly created folder when the download is complete.

This PC > Windows (C) > ArasProjects > Baselines > Cleaninnovatoridsp3

Name Type Size

I CodeTree Compr .d £
DB.bacpac ACPAC File 117
DB.bak JAK File 14.926 K
©2025 Aras Corporation All Copyrights Reserved. 24
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3.2.3 Create Fork and Clone Repository

3.2.3.1 Creating Forks

A Fork refers to creating a copy of a Repository within the same organization or project. Forking a

Repository generates a new copy of the original Repository, including all its code, Branches, and
Commit History.

The following steps outline the process to create Forks:
1. From Azure DevOps, select Repos.

O Azure DevOps

e ArasSDETraining-PLM-...

ﬂ Overview
% Boards
Repos

&) Files

-

Commits

Pushes

Branches

QO @ [

Tags

23 Pull requests

2. Locate and click the Repository to Fork.

) Avure DevOps
B Amsottsising pm—. © Work sowen deveiopent
— Fie [ . R
[ - ‘ - Contents  +siory »
@ revos
ISR pent [P TEE] 4

e ’ ) perrrTe .
o s ba1ssbes @
P nonre R aailils e 4
2520 IeaEShe

bdisibas
# ey
3. Click More actions and select Fork.

¥¥ development v

il < o [H]

Contents  History

+ New >
VVVVV T Upload file(s)
AgentService Jun 16, 2022 bd
¥ Download as Zip
AML-packages Jun 16, 2022
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4. Select All branches and click Fork. The Repository name and Project is auto populated.
Change the Repository name if needed. Azure DevOps creates the Forked Repository and
redirects the user to its page once the process is complete. Users clone the Forked
Repository to the local machine for making changes and push them back to the Forked
Repository.

3.2.3.2 Cloning Repo to Local Working Directory
When cloning the Repository, a complete copy of the project’'s codebase, Commit History, and
related files is created on a local machine.
The following steps outline the process of cloning a Repository to a local directory:
1. Select the Fork to be cloned in Azure DevOps from the Work drop-down menu.

G Azure DevOps ArasSDETraining \rasSDETraining-PLM-Imple Repos es © Work v

Q Filter repositories
ArasSDETraining-PLM-... + © Work i l

v € Work
R > AgentService
i overvew pe——
> AML-packages
% Boards & Work.artem.samuilo
2. Click the Clone button.
% development v e Type to find a file or folder
Files g4 Set up build I} /Clone
Contents  History 7
Name 1 Last change Commits

AgentService Jun 16, 2022 bd455b43 Clean 14.0.3 isloboda

AML-packages Jun 16, 2022 bda55b43 Clean 14.0.3 isloboda

AmlIDeploymentScripts Jun 16, 2022 bdas55b43 Clean 14.0.3 isloboda

The Clone Repository dialog box appears with the Repository's clone URL.

Clone Repository X

Command line

SSHI T "4 m];

Generate Git Credentials

IDE

L3 CloneinVS Code v

3. Copy the clone URL (HTTPS or SSH). An example URL is
https://dev.azure.com/{organization}/{project}/qit/{repository}. Use any Version Control Tools
required to clone the Repository.

4. Inthe Version Control Tool's interface, find the option to clone or create a new Repository.
5. Paste the clone URL copied from the Azure DevOps Project.
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6. Browse to the destination directory to clone the Repository.

Optional: Depending on the tool used, additional configuration options are available during
the cloning process. These could include selecting Branches, specifying authentication
credentials, or choosing the desired clone depth.

7. Click the Clone button within the Version Control Tool.
8. When the cloning is completed, confirm the contents of the 1ocalRepo folder against the
contents of the Fork in Azure DevOps.

> This PC » Windows (C:) > ArasProjects > project! > localRepo v | ®
[J Name Date modified Type

.git

.vscode

AgentService
AmlIDeploymentScripts
AML-packages
AutomatedProcedures

ConversionServer

Documentation

[ RN RS R R RS

3.2.4 Review Working Directory

To continue with this section, you must ensure that the workstation (either a laptop or a virtual
machine) has been configured to operate within the LDE. For more details, see the Setting up
Local Development Environment Appendix.

The following steps outline the process to set up the working directory:

1. Open a Windows PowerShell session as administrator and navigate to the Repository. For
example, C:\ArasProjects\projectl\localRepo
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2. To check the directory, execute the command: dir

EN Administrator: Windows PowerShell
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3. Run the following script: repo-init.ps1
A few more files are added after the repo-init.ps1 script is run.

EX Administrator: Windows PowerShell

3.2.5 Local Environment Variables Set Up

A local environment is now established and connected to the Standard SDE.

The build and deployment scripts running in the SDE possess local equivalents that require
specific details related to the given environment and the associated Git Branch. Property settings
provide these details.

The property values have the following precedence. Based on this precedence, they can be set
or overridden. The highest is evaluated last, as shown.

e Default.Settings.include: This file is located in . . .\AutomatedProcedures\
e Machine.Settings.include: This file is located in C:\ or an alternate root directory.

e <ProjectPrefix>-<git-branch>.Settings.include: The project Prefix is set in
Default.Settings.include the Git Branch must match the Branch the user checks
out.
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The BuildAndDeploy.psl file is used to deploy Aras Innovator and the customization from the
current directory.

The following steps outline the process to run the BuildAndDeploy.ps1 script in a local
environment:

1. Open Windows PowerShell as administrator and navigate to the working directory. For
example, C:\ArasProjects\projectl\localRepo

2. Run the command: .\BuildAndDeploy.ps1l

When the BuildAndDeploy.ps1 script is run for the first time, it does several environment
verifications and creates the following file:
C:\ _machine specific includes\Machine.Settings.include

ou are about to get path to Machine Specific Includes directory...

Do you want to create directory 'C:\_machine_specific_includes'? [Y] Yes or [N] No (default is 'N'): Y

» This PC > Windows (C) > _machine_specific_includes|

Name

I ] Machine Settings.include l

The Machine.Settings.include file contains a series of key/value pairs that are used by
the build process to build Aras Innovator on the local machine.

The project prefix and a reference to the last Commit are used from an Include file in the
following Local Repository:
C:\ArasProjects\projectl\localRepo\AutomatedProcedures\Default.Setti
ngs.include

The Default.Settings.include includes all the default properties required for a project.

When executing a script, a Variable is first loaded from Default.Settings.include. If
the same Variable is defined in the Machine.Setting. include, the value is overwritten.
Finally, the value is overwritten if the Variable is defined in a Branch-specific file.

3. Update the Machine.Settings.include file with the following:

> utf-8"
writo="true C:\AzasProjects\Baselines” />
=" tue =*C:\ArasProjects\Baselines\ArassOETrasning\Cleaninnovatori4523\08, bak

tes"true lue="C:\ArasProjects\Baselines\ArasSDETraining\Cleaninnovatorl4sp3\CodeTree zip
"N A Password te="true CEm——

="M5SQL. Innovator . Password” writ true [em—e—————— >
~"M33QL. Innovator Regular Password “ritos"true - CE——

te"§{string: ‘starts-with (Version.Of Installed Innovator, 11))">

rty «"Innovator. License. Type writes"true

r
. ~"Innovator, L o Company” overw ~"true

mew"Innovator.L . Xey" writes"true”
«“Innovator tion. Key writes"true

~"Feature. Li Strings.Liat" wilte="true

t="§{atring: :starta-with(Version. Of. Inatalled.Innovater, 12))

<property ="Innovator.License. Type writem"true® -

<property «"Innovator.License.Company” cverwritos="true” values
«"Innovater Lice Xey® cwerwrite="true

me="Innovator  Activation.Xey" “rite="true
="Feature License. Strings. List" wIitew"true

t="${string: ;starts-with (Version.Of Installed Innovator, 14))°

«"Innovator License. Type" w “"tzue “"Unlinited
="Innovator , License Company” overw -"true” v ~"Aras Corporation
=" Innovator.License. Key" wEites"true

~"Innovator Activation.Xey Teert
~"Feature License Strings.List writow"trve

Project-Specific Settings:

e Path to baseline directory: For example, C:\ArasProjects\Baselines

e Path.To.DB.Bak: File path to a “clean” copy of the Aras Innovator solutions database.
For example,
C:\ArasProjects\projectl\Baselines\CleanInnovatorxxSPyy\DB.bak
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e Path.To.CodeTree.Zip: Afile path to the CodeTree.zip archive containing the code

tree of the production Aras Innovator instance. For example,
C:\ArasProjects\projectl\Baselines\CleanInnovatorxxSPyy\CodeTree.
zip

Machine-Specific Properties:

e Innovator.License.Type: This is typically Unlimited, Version, or Verified, depending on
the key being used for this project.

e Innovator.License.Company: The licensed company name.

e Innovator.License.Key: A license key used for the installation can be obtained from
http://www.aras.com/support/LicenseKeyService/.

e Innovator.Activation.Key: An activation key for features that have been licensed for

this project.

MSSQL.Server: Name of the SQL Server instance (default is the local machine).

MSSQL.SA.Password: The password for the sa (system administrator) login.

MSSQL.Innovator.Password: Password for the Aras admin login (default is innovator).

Feature.License.Strings.List: This is an optional property. It is required only when the

user needs to set values for features such as TAF (Test Automation Framework) which is

required as part of CI/CD.

3.2.6 Build and Deploy Locally

The cloned Repository on the local machine contains the actual definition of the customization
project. The next step is to deploy it on the local machine.
The following steps outline the process of building and deploying Aras Innovator locally:

1. Open a new session of Windows PowerShell as administrator and navigate to the working
directory. For example, C: \ArasProjects\projectl\localRepo
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2. Run the command: .\BuildAndDeploy.ps1

If any errors occur, make corrections in the Machine.Settings.include file and execute
the same command again.

Once the process is complete, a new instance of Aras Innovator is deployed (the output from
the batch file will indicate the URL). A new database is created based on the values provided
in the settings file, and Aras Innovator is ready to run.

http://localhost/[MachineName]-[Prefix]-[branch]
SQL Server DB is restored:

[MachineName]-[Prefix]-[branch]

3. Copy the URL and paste it into the browser.
4. Loginto Aras Innovator as an administrator with the following credentials:

Username: admin

Password: innovator

= BURTLHPD NBLI06 AmSOET!

aras_ .
— INNOVATOR ~—

At this point, contributors have a basic work environment set up and are ready to contribute
as members of a customization project team.

As mentioned earlier, a central focus of DevOps is to instill a culture and discipline to ensure
proper management of the solution development process and the transition of a well-
managed solution configuration into business-critical operations.

The following two sections introduce two essential aspects of the DevOps culture and lean
agile development in general.
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3.2.7 Partial Local Deployment

If you already have a deployed instance of Aras Innovator with data (see section 3.2.6 Build and Deploy
Locally), and you want to iteratively update it during development, you can perform a partial deployment
to speed up the process and avoid unnecessary steps.

By default,. \BuildAndDeploy.psl execution without any parameters will perform the following
actions:

1 - Validate and install build machine prerequisites

2 - Remove installed Aras Innovator instance

3 - Install new Aras Innovator instance from baseline
4 - Build CustomSolutions.sin

5 - Build new deployment package with all kinds of customizations such as AML changes, Code Tree
changes, and Configuration transformation scripts

6 - Deploy the package on top of the new Aras Innovator instance.

As a result, each time the Bui1dAndDeploy.ps1 script is executed without parameters, a fresh instance
is deployed from scratch — even for minor changes like updating the login page image.

To accelerate development and avoid re-running unnecessary steps, you can use delta deployment
option parameters of BuildAndDeploy.ps1 for partial deployments.

1. Important: A full deployment must be executed at least once before using any delta deployment
options. These options update only an existing instance and will fail if no instance is found.

L. Important: If .\BuildAndDeploy.psl with delta deployment options failed or you are not sure that
update can be deployed on top of existing Aras Innovator instance, please use
.\BuildAndDeploy.ps1 without any parameters.

3.2.7.1 Deployment Option Parameters

-Updatelnstance

Deploys all types of customizations (AML changes, CodeTree changes, and Configuration
transformation scripts) on top of the existing Aras Innovator instance without removing it.

BuildAndDeploy.ps1 -Updatelnstance

-UpdateAMLOnly

Deploys only AML customizations to the database of the existing Aras Innovator instance.
BuildAndDeploy.ps1 -UpdateAMLOnly

-UpdateCodeTreeOnly

Deploys only the CodeTree customizations (e.g., server-side and client-side code changes) without
affecting AML or configuration files.

BuildAndDeploy.ps1 -UpdateCodeTreeOnly
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-UpdateConfigurationOnly

Deploys only configuration transformation customizations (e.g., changes in config files in
TransformationsOfConfigFiles folder) on top of the existing instance.

BuildAndDeploy.ps1 -UpdateConfigurationOnly

Note: Deployment package that is built during local delta deployment is stored in
AutomatedProceduresOutput/UpdatePackage. Do not use this deployment package
outside of the existing instance as far as it is partial deployment package and can't be
reused for other deployments. To determine what kind of customizations are in the update
deployment package, you can look at "Packagelnfo.md" from the package content.

3.2.7.2 Skip Prerequisite Installation

When running a full . \BuildAndDeploy.ps1l, the script validates and installs build machine
prerequisites and restores packages. This step is also executed by default when running delta
deployments, which can take time even if everything is already set up.

If you are sure that the Aras.DevOps packages are already restored and prerequisites are installed, you
can skip this step using the -SkipPrerequisites parameter:

BuildAndDeploy.ps1 -SkipPrerequisites

Warning Do not skip prerequisites when updating to a new version of the Aras.DevOps packages.
Run the full Bui 1dAndDeploy.ps1 script first to ensure everything is validated and restored
properly. After that, you may add -SkipPrerequisites to reduce execution time for subsequent
deployments.

3.2.7.3 Example: Fastest Way to Deploy Code Customization

If you have an already configured environment and an existing deployed instance, and you only want to
update the CodeTree (e.g., Ul or server code), use the following command for the fastest deployment:

BuildAndDeploy.psl -UpdateCodeTreeOnly -SkipPrerequisites

This will apply CodeTree customizations directly to the existing instance without re-installing or validating
prerequisites.

3.3 Continuous Integration and Continuous Delivery (CI/CD)

Aras DevOps is based on Continuous Integration (Cl) and Continuous Delivery (CD) practices.

Source Code control Automated Build

w ) [ o o
M e

f oIT Q CI PIPELINE f CD PIPELINE
Automated Tesling Automated Deployment
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The above illustration shows the basic flow of the Cl and CD process of merging code changes
from multiple contributors to a single Repository.

e Code equals source code control. Source code control includes items such as AML Packages,
configuration files, and settings. It includes the Code Tree modification and the various libraries
that constitute the solution.

e Commits are means to manage changes that take solutions from one configuration to the
next.

e The CI Pipeline supports Continuous Integration, where various contributors use Pull
requests (PRs) to submit their contributions to the integrated solution. The system
automatically builds and runs any available automated tests written by developers. If
automated tests fail, the PR will fail. The developer will need to fix their code to successfully
submit their PR. Reviewers check the work before accepting it.

e The resulting Artifacts with successful Pipelines are candidates for deployment to a System
Integration Testing (SIT) instance for manual testing.

Continuous Delivery is an approach where teams release quality products frequently and
predictably from a source code Repository to production in an automated fashion. Once code has
been tested and built as part of the CI process, Continuous Delivery takes over during the final
stages to ensure it can be deployed as packaged, with everything it needs to deploy to any
environment at any time.

Continuous Delivery can cover everything from provisioning the infrastructure to deploying the
application to the testing or production environment.

Note: When Aras DevOps is purchased separately (as opposed to within an Aras Enterprise
subscription), the customer independently hosts the UAT, staging, and production
environments on their own infrastructure. The creation of these Pipelines falls completely
outside the scope of Aras DevOps.

3.4 Testing

Testing is an integral part of agile and lean methodology:

1. Continuous Improvement: Regular testing provides feedback that aids in constant product
refinement, catching bugs early, and improving quality.

2. Customer Satisfaction: Testing ensures the product meets customer requirements and
functions as expected, enhancing user experience.

3. Risk Mitigation: Testing identifies potential issues early, reducing the risk of major problems
and saving time and resources.

4. Collaboration: Testing fosters better communication and understanding between developers
and testers.

5. Rapid Delivery: Continuous testing supports Agile and Lean's emphasis on frequent,
incremental software delivery.

6. Built-In Quality: In Lean, quality is embedded in the development process, so every piece of
code is tested as it's developed.

7. Adaptability: Testing ensures changes made during the project don't negatively impact the
system.

The Aras Test Automation Framework (TAF) is a framework for writing and executing automated
tests for the Aras Innovator Platform included within Aras DevOps. It is a set of APIs that abstracts
the complexity of the underlying testing frameworks used: Selenium, NUnit and TestRunner. TAF
greatly reduces the brittleness of automated tests as the underlying browser and application
technologies change. The goal of TAF is to absorb the changes made by, say, Google Chrome or
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Aras Innovator, such that tests written on one version for a piece of functionality continue to work
on the next version of Aras Innovator for the same functionality.

TAF includes APIs for automated tests to cover the following:
e Web Ul (Selenium)
e Integration (AML)

To support the demand for Continuous Integration and Continuous Delivery (CI/CD), automated
testing increases an organization’s ability to thoroughly test new functionality and applications as
fast as they are developed. This framework is built to work with the Aras Innovator Platform to
improve the development process's speed, cost, and quality.

TAF has a framework for writing web-functional and end-to-end tests that use the Aras Innovator
Web Client like an end-user.

The following section details the steps for an individual contributor to make changes within the
Local Development Environment and submit it for integration into the SDE.
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4 Contributor Process

The Local Development Environment (LDE) section introduced the LDE and explained the
configuration process and procedures for building and deploying a local instance of Aras Innovator.

This section outlines how to enable a contributor to make contributions.

4.1 The Contribution Process Overview

Developers, test/QA engineers, and other team stakeholders are considered
Contributors. Contributors who may contribute source files (configuration files, source code C#,
etc.) must create a Fork to manage their work in the environment.

The Contribution Process

Individual Member's Repository Team Repository
© Fox
O Production O

T QEERmy

[Optional] PR Branch O l
°Tngger Build & Test ° Merge
- w ]

1) Clone fork '3 1) Feich 1) Push into fork Checkout Branch
2) Checkout branch  %,3.,* 2) Rebase ust 1 pu |

Build

e pul
reques Build Successful O
Agenl e ————_ Q
Local oMake changes in repository Repo
Repo Test locally o Review
Bud(C)

Create a Fork (copy of the Shared Team Repository).

Clone the Fork to the local environment and check out the Branch to work on.

Add a Remote Reference to the Team Repo to fetch and rebase its current work.

Make changes in the Repository and test locally by running RunintegrateTest,

Continuousintegration, and other scripts.

Commit the changes locally and then push.

6. Create the Pull request.

7. Updates to the Source Branch after the Pull request is created and the initial creation triggers
a Continuousintegration Pipeline based on Branch policy.

8. When the Continuousintegration Pipeline has successfully built the Artifact, it will run a test
and report a green status or not. Based on that status, reviewers may approve the PR. They
may also reject it, even with a green Build, if some other project practice is violated.

9. When the PR is approved and merged, the Branch typically has a policy of rerunning the

Continuousintegration Pipeline. This ensures that all PRs are still in sync. The goal is to

ensure that the Common Repo Branch is always buildable.

AN

o

4.2 Adding Remote Reference

The contributor needs to establish a Remote Reference to incorporate the current work with the
Team Repository and keep it up to date. By adding this Reference, the contributor connects the
local and Shared Team Repositories. This allows them to fetch the latest changes made by the
team and rebase the contributor’s work on top of them. Cloning and other preliminary steps have
already been completed; this Reference addition is specifically meant to facilitate contributions.

©2025 Aras Corporation All Copyrights Reserved. 37

/&aras



Aras DevOps 1.10
User Guide

The following steps outline the process of creating additional Remotes:

1. Launch the chosen Version Control Tool on the local machine.

2. Use the Version Control Tool to navigate to the Local Repository where the user wants to add
the Remote Reference.

3. Find the option or command within the Version Control Tool to add a Remote Reference or
Remote Repository.

¥ MyFork (development) - Git Extensions

Start Repository Navigate View Commands GitHub Plugins Tools Help

d l - ¥ || C\ArasProjects\Project1\LocalRepo\MyFork\ ¥ ¥ development ¥ il ¥ & o1t & Commit (0) ¢ ¥
o E=CEE W A
¢ =
v ¥ Branches .
¥ development (011) T ) d Artem Samuilo 20 days ago 877d985b
| . A=t-m Samuilo 20 days ago d23ce7be
205 . Manage... : ) <
v 3 submodul &  Fetch all remotes Samuilo 21 days ago 9756e6ab
2 MyFor 8  Fel Manage remotes jmotes Koko 25 days ago 4227609b
i Sashes llapse Koko 25 days ago 6045331F
@ Expand Samuilo 2 months ago b3d93492
&) Movellp | Rangari 3 months ago 83258a30
Move Down
] o | Rangari 3 months ago 7faeBcab
e | 3

4. Click the +icon to Add a new remote.

¥ Remote repositories X

Remote repositories  Default pull behavior (fetch & merge)

Edit Remote Details

Active
origin . 1
origin |

url L Y11 Browse..

[_] Separate Push Url

kd Save changes

5. Enter the Remote Repository URL into the appropriate field or prompt within the Version
Control Tool.

X Remote repositoties X

Remote repositonies  Default pull behavior (fotch & merge)

[ — Rl
oo = Name esm
Tetch Url M A SO gl anen comihes ~ | | g
;ISﬂpafatci‘us‘\Ud
Push Uil e —————————— | 2
H Save changes
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6. Optional: Assign a name to the Remote Reference to make it easier to reference in the future.

¥ Remote repositories X
Remote repositories  Default pull behavior (fetch & merge)

A Create New Remote
Active

origin
Name Team

Fetch Url 71 Browse...

| Separate Push Url

Push Ur ) : . Browse...

kd Save changes

7. Once the necessary details are entered and any optional settings are configured, save and add
the Remote Reference.

X MyFork (development) - Git Extensions

Start  Repository  Navigate View  Comr]

C T == ol v C:\ArasProjects\Prof

v B Branches
I development (011)
Vv <3 Remotes
J origin
Tags
v g Submodules
= MyFork (development)
Stashes

4.3 Making Changes in Local Repo

As an individual contributor, make changes in the Local Repo and test them locally before
submitting them to merge into the team's work. Modifying the Local Repository of Aras Innovator
involves changing the files and configurations stored on the local machine. These changes can
include customizations to ItemTypes, Forms, Workflows, Reports, and other Iltems of Aras
Innovator.

4.4 Add or Modify file in Code Tree

If the Nuget Package Aras.Crt.Core.l.1.XXXis presentin the project's package.config
file in the Project Repository, only new or changed files related to the project customization should
be committed to the Git Repository. Users must commit any customized file into the Code Tree
folder in the Project Repository.

The following steps outline the process of adding or modifying files in the Code Tree:

1. Identify the file that needs to be modified in the Project Repository.

For example, a user may want to modify the file Inbasket.html
(Innovator\Client\scripts\InBasket\InBasket.aspx) to fulfill Ul requirements of
the implementation.
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2. To customize a service, create a folder with a service’s name under the Code Tree folder in the
Project Repository.

For example, the following structure must be recreated:
CodeTree\Innovator\Client\scripts\InBasket in the Git Repository under the Code

Tree folder.
Cleaninnovator14sp3 » ICodeTree > Innovator » Client > scripts » I
Name Type
CodeEditor File folder
FormTool File folder
ImageBrowser File folder
InBasket File folder

3. Commit the non-modified files before making any changes to those files.

Note: Configuration files should not be modified and committed in the Repository.
Transformation Config functionality must be used to make changes in configuration
files.

4. Make the required modifications to the files.
5. Commit the modified files.

Note: To modify an existing file in the deployed instance, it is recommended to first make a
clean Commit and then perform the modification in a separate Commit to preserve
the history of the change for future developers. However, this is not required to deploy
the modified file.

4.5 Exporting Packages

Once the changes made in the Package Definition are complete, the Package can be exported
using the Export Tool. This utility is a separate executable file named Export.exe that is
available on the Aras Innovator CD image or can be downloaded from
https://www.aras.com/en/support/downloads.

The Export Tool selects a Package Definition from the database and creates a Package folder
structure in the file system. Each Package Group (ItemType, Form, etc.) becomes a separate
subfolder in the file. Each exported Item is represented as an AML file with the same name as the
exported Item within each subfolder.

The following steps outline the process of running the Export Tool:

1. Download the Export Tool from https://www.aras.com/en/support/downloads.
2. Run Export.exe as administrator.

4.5.1 Make Required Changes in Aras Innovator Instance

Login into the Aras Innovator Instance and make customizations per the project requirements.

4.5.2 Export Package After the Changes

Once all the changes are made to the Aras Innovator instance, the next step is to export those
changes.

The following steps outline the process of exporting the Packages after the changes:

1. Create a folder to export the changes made. For example,
C:\ArasProjects\Projectl\Local Exports\Form Export 2

All the exported data will be stored in the folder created in the first step.
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2. Using the Export Tool, perform the following steps:

Export = X
B |x 4@ o
Export [Settings Bxdit About
Innovator Server
Server. I Ihnp IllocalhostBLR 1-LHP-N84406-ArasSDETraining-Training/ I
Export Options
Export To |C \ArasProjects\Project1\Local Exports\Form Export 2 | Level 1 5:
Export Referenced Items r
References to Unknown Packages " Remove Silently & Remove with Waming ' Don'tRemove

Language resources

Export languages:  [None ~

Available for Export

Packages Items:
&[] com.aras.innovator.solution. PLM A J

[] Action
[JButton CAD Structure
[J Chart Change Controlled item
[[] Command Bar Section Change Controlled Relationship
[[] Dashboard Customer
[[1 EMail Message EC":‘“'“E"'
7 ECR

< > Express DCO ¥

e Server: Enter the Aras Innovator server URL.

e Login: Click the Login button then fill in the Username admin and its Password.

e Export To: Setthe new destination of the Export. All the exported files will be stored in
that directory. For example, C: \ArasProjects\Projectl\Local Exports\Form
Export 2

e Packages: Click the ellipsis (...) button, locate the changed Package Definition, and
select the Items.

3. Click the Export button.
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4.6 Copying the Export Utility’s Output to the Local Repo

Once the changes are made and the files are exported, copy the top common folder and paste it
into the local working directory of the Repository (AML-Packages). During this process, be sure to
accept any file replacement warnings that may appear.

Copy the Export Utility’s Output to the Local Repo

Share View Home Share View
> This PC » Local Disk (C) » ArasProjects > project1 » LocalExports » FormExport2 € + 4 © > ThisPC » Local Disk (C) » ArasProjects > projecti » LocalRepo »

O nam Date dified Typa J Name
E mm

imports.mf

git 1
9 AgentService F
® AmiDeploymentScripts F
o AML-packages 47572022 7 PM file fol

w4 Raplace o SKip Files - X
g & itens from F 12 to A

The destination has 2 files with the same names
+ Replace the files in the destination
) Skip these files

Let me decide for each file

,40&. aras 18

4.7 Staging Modified Files

Once the necessary changes have been made to the file, it is important to stage it before
committing the changes to the Version Control System (Git). By staging the modified file, the user
prepares it to be included in the next Commit, ensuring that the changes will be properly recorded
and tracked within the Version Control System (Git).

The following steps outline the process of staging the modified file:

1. Inthe terminal (Terminal, Git Bash, or Windows Command Prompt), navigate to the Repo to
which the newly exported file is copied, for example,
C:\ArasProjects\projectl\LocalRepo\AML-packages\PLM.

Verify the status of the Repository by running the appropriate command.
Stage a file.

Verify now the new status of the Repository.

Commit the file.

Confirm the changes in the Version Control System.

o gk wN

4.8 Continuous Integration Script

An automated utility script is provided as part of each customer Repository to perform final
validation and verification that a Build is successful.

Developers or system integrators can manually run this script to determine whether the Build
passes or fails. Automation tools are also available to schedule executions of this script on a
dedicated CI server.
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The CI script runs all the unit and integration tests created for a project by installing and building a
new instance of Aras Innovator, applying the project code and configuration, and ensuring that all
tests are successful.

If issues need to be resolved, a report indicates success or failure with a running log. The script
then deletes the running instance (and database).

4.9 Test the Deployment Locally

Aras Innovator should be redeployed using the script ./BuildAndDeploy.ps1. Upon successful
execution, a green SUCCESS message will appear.

EX¥ Administrator: Windows PowerShell
[exec] Importing feature licenses to the all database components.

The ‘'root' user logon is enabled for ‘'Database' database.

Print.url.of.Installed.Innovator:

' in 'C:\ArasProjects\Projecti\LocalRepo\MyFork\AutomatedProcedures\Targets"
BUILD SUCCEEDED

Total time: 21.3 seconds.

ptInnovatorForDs perenvironment . xml
tInnovatorfForDevelopertnvironment.xml
_AdaptInnovatorForDeveloperEnvironment:

BUILD SUCCEEDED

Total time: @ seconds.

BUILD SUCCEEDED

The following steps outline the process of Rebuilding the Aras Innovator:
1. Open Windows PowerShell and run as Administrator.

3 Windows PowerShell >
T App -

£, WinscP

" Windows PowerShell
App

App
Apps

®  Windows Security o
Open
o Windows Fax and Scan Run as Administrator

Settings % Run ISE as Administrator

@ Windows Security f Windows PowerShell ISE

2. Access the Local Repository: C: \ArasProjects\projectl\LocalRepo
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3. Runthe ./BuildAndDeploy.ps1 script.

EN Administrator: Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreé

stem32> cd C:\ArasProjects\Project1\
ojects\Projecti\LocalRepo\MyFork> ./Build

4. Review the changes made in the newly rebuilt Aras Innovator instance.

4.10Pushing Changes to Fork

Before creating a Pull request to share the work with the rest of the team, the developer must push
the changes to the Fork. By pushing the changes, a developer makes them available for others to
review, collaborate on, and merge into the original Repository if necessary.

A Fork in Git refers to a copy of a Repository that is created in a developer’s Local Repository.
Forking allows users to contribute to an open-source project or collaborate with others without
affecting the original Repository.

4.10.1 Fetching Changes/Rebasing

While the implementation was in progress, modifications or updates may have been made and
pushed to the Team Repository. Hence, it is important to fetch the latest state of the Remote
Repository and rebase our changes on top of it.

Fetch the changes using the desired Version Control System. The screenshot provided below
serves as a visual representation, illustrating an example of the fetching process performed using
the Git Extension.

[ Team repo training branch |

- —s = e »N - = = - r ] Sty
—— 3= = ]
,3. e
o ° —
1 = |
A IR s v =
$ git fetch
$ git rebase
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4.10.2 Pushing Changes to Fork

Before creating a Pull request to share the work with the rest of the team, it is important to push
the changes to the Fork. The screenshot below is a visual representation, illustrating an example
of pushing changes to the Fork performed using the Git Extension.

X

Push to

@ Remote arigin ~|  Z= Manage remotes

Our
Push branches  Pushtags Push multiple branches

Branchtopush  |TENH to

&9 Push to origin

credential-cache is disabled in this bulld of Git i
Enumerating objects: 34, done. 3
Counting objects: 100% (34/34), done.
Delta compression using up to 12 threads
Compressing objects: 100% (20/28), done.

Pull Writing objects: 100% (27/27), 5.48 KiB | 561.00 KiB/s, done. Push
| Total 27 (delta 9), reused @ (delta @), pack-reused @ 2
remote: Analyzing objects... (27/27) (365 ms) s
remote: Storing packfile... done (121 ms) h_1</event_version>
remote: Storing index... done (61 ms) quired>
To https://dev.azure.com/ArasSDETraining/ArasSDETraining- Implementation/ _git/Work p="TRN_DesignRequest!
.kkoshel_sandbox action="get" select=
39302e2el. .ecdea7850 training2 -> training2 lestvalidate</name>

Press Enter or Esc to exit...[]
pAdd</server_event>
Lorder>

[l Keep dialog open Abart E"TRN_DesignRequest™

4.11Creating a Pull Request

A Pull request (PR) is a way for developers to propose changes to a codebase and collaborate
with others to review and merge those changes. Some of the key features of a Pull request
include:

e Code Changes: A Pull request includes the changes made to the codebase by the
developer. Other developers can view and review the changes, and any feedback or
comments can be added directly to the Pull request.

e Discussion and Feedback: Pull requests provide a platform for developers to discuss and
give feedback on the proposed changes. This allows for collaborative review and discussion of
the code, ensuring that any issues are caught and resolved before the changes are merged
into the codebase.

o Automated Tests: Pull requests can be configured to run automated tests, ensuring that the
changes don't break existing functionality. This helps to catch any issues early on before the
code is merged into the codebase.

o Reviewers: Pull requests can be assigned to specific reviewers who are responsible for
reviewing the proposed changes. Reviewers can add comments and suggestions and approve
or reject the changes before merging.

e Status Checks: Pull requests can be configured to include status checks, verifying that the
changes meet certain criteria before merging. For example, a status check might ensure that
all automated tests pass or that the code meets certain coding standards.

e Mergeability: Pull requests are merged into the codebase once reviewed and approved.
This ensures that the changes are properly integrated into the codebase and that any conflicts
with other changes are resolved.
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The following steps outline the process of creating a Pull request:
1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Pull requests.

Repos Repos

@) Files

¢ Commits
®) Pushes
& Branches
& Tags

8'3 Pull requests

3. Click the New pull request button.

Pull requests New pull request Customize view

Mine Active Completed Abandoned =

The New pull request Form appears:

New pull request O

neo [\}w;n ¥ traming2 ] :

R Add commit messages

Add requred reviewers
@ oo e

4. Enter the details as follows:

Source Repo or Branch: User’s Fork.

Target Repo or Branch: Team Repo.
Review the Files and Commits to be included.
Title and Description: User Story name.
Select Reviewers.

Add Work items to link: Identify Work Items in the Azure DevOps as applicable.
g. Add Tags if needed.

5. Click the Create button.

~Ppooow
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4.12Trigger, Build, and Test

The contributor’s contribution is built and validated through the CI Pipeline. The Pull request
triggers the Cl Pipeline, which runs tests and checks against the changes.

4.13Reviewing a Pull Request

Each developer does not have Push (or write) access to the Central Remote Repository. They
must issue a Pull request so code reviewers can inspect their work. The code reviewer then
examines the developer's work, approves (or rejects) it, and applies changes to the Central
Repository or communicates with the developer to make corrections.

The following steps outline the process of Reviewing a Pull request:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Pull requests.

Repos Repos

&) Files

¢ Commits
@, Pushes
% Branches
<&

Tags

£3 pull requests

3. Inthe Active Tab, select the required Pull request.

4. Inthe Overview Tab of a PR, see the Title, Description, Reviewers, Linked Worked Items,
History, Status, and Comments. Read the PR Description to see the proposed changes.
View the Comments to understand the issues raised by other reviewers.

©J Azure DevOps \ : ® Q =06 0 & @
smoeanng 2.+ 1o Add Design Request — =
[ Active ) O merge Work susmmmm—m——Tr3ining into TrainingSA
B overview © i ; ®
Overview Files Updates Commits Conflicts
W coucs
Reviewers Add v
Repos o Walavalkar must approve
Required
&) Files
No merge conflicts Walavalkar
¢  Commits ° ked ) O ° ! :

Pushes

Branches Description 7
Tags

&
0
<
Tags +
23 Pull requests
Show everything (2)
o Pipelines
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5. Select the Files Tab to review all PR's Source Branch content changes. The initial view shows
a summary view of all file changes. Choose the View button next to a file to view only that file's
changes. The View button opens a Diff View if the file was modified or a content pane if the file
was added or deleted.

TRN_Add Design Request Approve ™ H
Q Works to TrainingSA (]

All Changes = Filter 23 changed files E Inline v

0 e ; rerwieio

AML-packages

™ actions"add">

EDBF246¢/pr ytype_id>

type="sody™ 868938¢ /source_1d>

6. In a Diff View for a file, select either a Side-by-side or Inline Diff layout.

7. To review the Changeset introduced by specific Pushes to the Source Branch, select one or
more Changesets from the Changes drop-down list. When one or more Changesets is
selected, the Diff View updates to show only the changes from the selected Changesets. This
feature is useful when changes have been pushed to the PR since the last review and a user
just wants to see the new changes. The Changes dropdown list names each Changeset with
the Commit Message from the final Commit in each Push operation.

8. Choose the Updates Tab to view all pushed Changesets to ensure any Source Branch
changes are not missed. The Changesets are numbered, and the most recent Changeset
appears at the top of the list. Each Changeset shows the Commits that were pushed in that
Push operation. A force-pushed Changeset won't overwrite the Changeset History and will
show up in the Changeset list like any other Changeset.

TRN_Add Design Request Approve | v :
1 o Ru 2 Walavalkar proposes to merge Work.ruchira.walavalkar Training into TrainingSA 0

Overview Files Updates Commits Conflicts

1 0 Ruchira Walavalkar pushed 9 commits

commit
693084 M

TRN-0001 Add Design Request Sequence
TRN-0001 Add Design Request
6f¢ [ B a Walavalkar Ju

Changed the CAD Form
61299420 @) Ruchira Wolaval

Changed the CAD Form
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9. Choose the Commits Tab to view the Commit History of the Source Branch after it diverges
from the Target Branch. The Commit History in the Commits Tab will be overwritten if the PR
author force-pushes a different Commit History, so the Commits shown in the Commits Tab
might differ from those shown in the Updates Tab.

TRN_Add Design Request Approve | :

@D 126 @ ruchira Walavalkar proposes to merge Work ruchira walavalkar Training into TrainingSA Q

Overview Files Updates Commits Conflicts

commit
4930843 (@) Ruchira Walavalk:
TRN-0001 Add Design Request Sequence
f @ Ruchira Walav 184t 1:13 PM
TRN-0001 Add Design Request
Changed the CAD Form
61099220 @) Ruchira W
Changed the CAD Form
eb72e @) Ruch val

fix floating issue with build agents

10. If there are any issues or questions about the changes provided by the developer, the reviewer
can leave a comment for the developer. In the left panel, select the Method file, hover over the
line to comment on, and select the Comment button to open an inline Comment box. The user
can also select multiple lines and then select the Comment button that appears when hovering
over those lines.

All Changes 7 Fiter  TRNOesignRequestValidatexm)

| & Work

AML-packages

sde/Import

Form

</> TRN_DesignReques.

ltemType # NV F Yy B I b > E = _GE

11. As the PR author, the developer must resolve the Comment by taking the appropriate action
(e.g., making the changes in their Local Repository) and then submitting the change for
approval through the PR request workflow.

4.14Merging the Pull Request

If the reviewer agrees with the proposed changes, the Merge operation combines changes into the
Central Repository.

When the reviewer clicks the Merge button, the developers’ proposed Commit(s) are merged into
the Central Repository (Team Repo).

The following steps outline the process of Merging the Pull Request:

1. Navigate to https://dev.azure.com/{organization}/{project}.
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2. Click Repos and select Pull requests.

Repos Repos

&) Files
f Pipelines

¢ Commits
A Test Plans 2, Pushes

& Branches
A Artifacts

QO Tags

22 Pull requests
8 Project settings L 9

3. Inthe Active Tab select the required Pull request.

Pl requests et |

Mine Active Completed Abandoned

]
Great Pull request ! Q3 Updated Jun 23

TRN_Add Design Request

Updated Jun 8

Lo Updated Jun 2

PBO _TrainingSO

Updated Jun 2

23 Updated Jun 2

KBR new try with pull request for design request

4. Select Complete on the upper right to complete the PR.

TRN_Add Design Request Approve

Overview Files Updates Commits Conflicts

% Mark as draft

commit

TRN-0001 Add Design Request Sequence
TRN-0001 Add Design Request

Changed the CAD Form

Changed the CAD Form

fix floating issue with build agents

update work repo to switch to Azure pipelines from Jenkins

Update nuget config
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5. Inthe Complete pull request pane, under Merge type, select Rebase and fast-forward and
click on Complete merge.

Complete pull request X

Merge type

‘ Rebase and fast-forward &
0 —

Post-completion options
Complete associated work items after merging

Delete Training after merging

Rebase uses existing messages from commits

Cancel Complete merge

The completion of the PR triggers a new Build.

6. Verify that the Build is green (successful) by clicking Pipelines in the left menu, selecting
Pipelines in the right menu, and selecting the Recent Tab.
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5 Preparing the Project's Initial Baseline

A Clean Baseline refers to the original or initial plan at the beginning of a project, which is free from
any changes. It represents the unaltered version of the project plan, typically provided by the project
management team or stakeholders at the beginning of the project.

A Baseline serves as a reference point and a point of comparison throughout the project's life cycle.
It helps track and manage project progress, identify deviations from the original plan, and assess the
impact of changes and risks as the project evolves.

The diagram below illustrates Aras Innovator's structure, comprising a platform and various
applications. When the SDE is delivered, it includes the platform, and the specific project can choose
the necessary applications and components. Making these decisions early on and creating a new
project Baseline is usually advantageous. This Baseline acts as the starting point for further solution
development. Refer to the Baseline Management section below to understand how to build a
Baseline.

- .—Applications
a0 —aa()
| |/ ]

Dtroseee
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6 Baseline Management

When a project team receives the SDE from Aras, a Baseline is established, which acts as the
starting point for all future changes to the software. The execution of the setup script
(BuildAndDeploy.ps1) installs an initial database and sets up all required files in the code tree
directory.

The established Baseline becomes the foundation for layering changes each time the setup scripts
are run.

As these changes accumulate over time, they may grow significantly larger. Therefore, when the
solution enters production, a fresh Baseline incorporating all customizations can be set. This new
Baseline will be the starting point for the setup scripts.

After Aras has provided an initial Baseline, the project team can make modifications as needed. This
may include:

e Add new applications to the platform: Adding applications to a platform involves enhancing
its functionality and broadening the system's capabilities. The Adding Applications to a Project
Appendix demonstrates an example of integrating an application into Aras Innovator.

e Add Language packs: Adding language packs to software is crucial in making applications
accessible and user-friendly to a diverse global audience.

e Establish new Baselines: A new Baseline provides a snapshot of the project's status,
including what has been achieved and the resources expended to reach this point. Once
established, this new Baseline serves as the starting point for subsequent phases or steps in
the project. For more information, refer to the Generate New Baseline section.

e Deploy Build to SIT (for QA): SIT involves testing the system as a whole in an environment that
closely mirrors production to ensure that all integrated components work together as expected.
This includes ensuring new applications function correctly with the existing system and language
packs work as intended. For more details, refer to the Deploy to System Integration Testing (SIT)
Environment section.

When an SDE from Aras is received and a Baseline is established, it is not a final process. Instead,
it is an ongoing effort, and modifications to the software are carried out over time as the project
requirements evolve. These modifications might include integrating new applications, adding new
features, fixing bugs, and improving system performance, among other things.

However, this process should be handled appropriately. Software changes must align with the
project's goals and should not introduce new issues or conflicts. Therefore, comprehensive testing
should be performed after each modification to verify that the changes are working as expected.

Reducing build time is another important aspect of this process. When modifications are organized
and managed properly, the time required to build the software can be significantly reduced. This
efficiency can lead to quicker deployments and a shorter overall time to market, which can be a
significant advantage for the project.

Finally, all these activities must be done as part of a deployment policy. A deployment policy outlines
the standards and procedures for making changes to the software, testing those changes, and
deploying the software to the production environment. This policy helps ensure that all changes are
carried out in a controlled and consistent manner, which can contribute to the overall quality and
success of the project.

©2025 Aras Corporation All Copyrights Reserved. 53

/ﬁ'aras



Aras DevOps 1.10
User Guide

7 Pipelines

A Pipeline is a set of automated processes that allow developers to consistently and reliably build,
test, and deploy their code.

Aras provides the following set of Pipelines:

1. Continuousintegration: This Pipeline runs a Build given a Commit in the Git Repo. The
system triggers it in one of the following ways:
e Validation for a Branch.
e Validation for a Pull request.
e Request by a DevOps user.
Typically, the Continuous Integration (CI) Pipeline is not manually initiated; it is

automatically triggered by actions such as Pull requests (PRs) and mergers governed by
Branch policies.

2. DeployToSIT: This Pipeline creates a Deployment Package from a Build, deploys it to the SIT
environment, and stores a copy in the Artifacts storage.

3. Deletelnnovator: This Pipeline deletes a given test instance in the SIT environment.

4. GenerateBaseline: Generating Baselines establishes a starting point and facilitates tracking

project changes. This Pipeline generates a new Baseline and stores the Artifact in the Artifact
storage.

7.1 Deploy to System Integration Testing (SIT) Environment

Deploying on SIT allows developers and testers to assess the Aras Innovator's behavior and

performance in a simulated production-like setting before it is deployed to the actual production
environment.

The following steps outline the process of deploying Aras Innovator to SIT:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. ldentify the Build to deploy.
3. Select the DeployToSIT Pipeline and click Run Pipeline.

Pipelines New pipeline
& ovenen Recent Al Runs Fieepipel
_ 1
& soorss
s Recently run plpelines < DeployToSIT Edit
) s Runs Branches Analytics Y
o ripeiines —
¢
W Pipelines °
A emiommens © oeleteimotator
X Releases
N by © oeployrosit
B Taskgr €20230403.1
= ©Q sciniumicss 2123030
7" Deployment groups
A Test Plans © Generatesaseline ‘
B atiface
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4. Select the Branch in the Work Repo and click Resources.

. =

Run pipeline >

elect parameters below and manually run the pipelin

Branch/tag

I ¥ userlimits v I

Advanced options

!

Variables >

Stages to run >
| | Resources >
[

) Enable system diagnostics Cancel m

2

5. Click Continuousintegration (last successful Run) and select the required Run.

Resources . .
Continuousintegration

6. Click the Use selected run button.
7. Navigate back to Run Pipeline dialog box and click Run.

Run pipeline X

Select parameters below and manually run the pipeline
Branch/tag

& development o d

Advanced options

Variables >
Stages to run >
Resources >

Enable system diagnostics Cancel

8. Optionally, click the Deploy link to watch the progress.

9. When the Pipeline is completed, a link to the new instance should be available on the Wiki
page for testing.
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7.2 Generate New Baseline

7.2.1 Creating Tag on Last Approved Commit
When the Aras Innovator is installed for the first time, a Git Tag marks the starting point. It uses
the following format: CleanInnovatorxxSPyy,
where xx is the version and yy is the Service Pack number of the base platform.

Define the Git Tag on the last approved Commit. The Pull request (PR) process must be
completed to get the tested Commit that is proposed as the new Baseline to the Destination
(Central Repo) Branch. The Commit must be tagged.

The following steps outline the process of creating a Tag on the last approved Commit:
1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Commits. Select the corresponding successful Commit.

Repos Repos
&) Files
f Pipelines
A Test Plans 2, Pushes
$° Branches
ﬂ' Artifacts
O Tags
22 Pull requests

3. Click the More options menu and select Create tag ...

Browse Files B

Search in branches

Cherry-pick...

S [o

Revert...

Q

Create tag...

(3

New branch...

4. Enter the following details in the Create a tag dialog:

e Name: Name of the Tag.
e Based on: Commit above.
e Description: Tag Description.

Select an appropriate Baseline naming convention. For most projects without features, using
prj (Project), bl (Baseline), and numbers is sufficient. For example, prjbl001 for a user’s first
Baseline.

After each product release, it is also recommended that the user must have a prdbl001
Production Baseline.

Some projects may have several workstreams (features) with different go-live dates. For such
projects, the team may include feature designations, such as mbsebl01: mbse (Model-
Based Systems Engineering), bl (Baseline), and 01 (chosen identifying number).

5. Click the Create button.
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7.2.2 Running the Baseline Pipeline

The following steps outline the process of running the Baseline Pipeline:
1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Pipelines in the left menu and select Pipelines.

f Pipelines Pipelines

iy Pipelines
A Test Plans

B Environments
A Artifacts 2 Releases

I Library

= Task groups

Deployment groups

3. Click GenerateBaseline Pipeline.

Recently run pipelines
Pipeline
2 #20230623.1 » added SDEQS with new item and corresponding artifacts R Jun23
o SeleniumTests A -
riggersd for @) ¥ @ 52m 37s
. . #20230623.9 « added SDE0S with new item and corresponding artifacts @ Jun23
° Continuousintegration 8 N @ 22m 555
#20230623.1 » added SDE09 with new item and corresponding artifacts % Jun23
° DeployToSIT e
5 #20230623.2 « Changed method as a result of review process ® jun23
° GenerateBaseline B s . 4
triggered for @) trnBo B 21m 30s
#20230504.1 » fix floating issue with build agents © May 4
° Deletelnnovator B
riggered for @) ¥ . D 22m 555

4. Click the Run Pipeline button in the top-right corner.

« GenerateBaseline Edit | H

Runs Branches Analytics =

° &2(?23062‘3,2 . Changed;elhod as a result of review process ©-© ‘. -m .':

anua Jere at ece7a 5 21m 30s
#20230623.1 » added SDE09 with new item and corresponding arti... °_° @ Jun23

) @ 7t 3f3f 3 21m 40s
#20230504.1 « fix floating issue with build agents B May 4
° : ° -0 5 ens

ual ) 2 1 5 23m 4s
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5. Inthe Run Pipeline dialog, enter the following details:

e Branch/Tag: Select the Branch/Tag created in the above section.
e Advance options: default settings.
¢ Enable system diagnostics: unchecked.

Run pipeline X

7 Cleaninnovator145P3

[ ~  prj00001 ]

Enable system diagnostics Cancel m

Note: The Pipeline must be executed by selecting Tags only.

6. Click the Run button.

7. The system queues the Pipeline, and progress can be monitored by clicking on the Stages
and Jobs Tabs on the Pipeline Run page.

8. The new Baseline will be uploaded to the storage account and Baselines Artifact feed
(Baselines drop-down menu).

ArasSDETraining-Imple... + )
Baselines ¥ & ConnecttoFeed - Create Feed
ﬂ Overview
E Boards Y Filter by keywords
Repos & Type Package
f Pipelines B cleaninnovator12sp17
5 IEI! This feed
Version 1.0.0
A Test Plans.
cleaninnovator14sp3
if This feed
E' Artfacts E Version 0.0.1 :
prjo0001
(3] E = This feed
Version 1.0.0 -’
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7.3 Delete Aras Innovator from SIT Environment

The SIT environment provides resources for a maximum of ten Aras Innovator test instances. Aras
recommends keeping the number of test instances at about three to five. The project team should
retain the latest test instances while removing older ones to prevent potential performance
degradation. The Deletelnnovator Pipeline deletes test instances by providing the instance name
(lowercase) and identifying the Build.

After approximately thirty days, the system will automatically delete a Build.

The following steps outline the process of deleting the Aras Innovator from SIT Environment:
1. Navigate to https://dev.azure.com/{organization}/{project}.

2. Click Overview and select Wiki.

ﬂ Overview

© summary

B3 Dpashboards

3. Expand Environment Information and select SIT.

v |® Environment Information |

The list of available instances appears.
SIT
[-)
Name Creation Date

05-Jul-2022 11:43

06-Jul-2022 10:13

06-Jul-2022 01:18

08-Jul-2022 08:44

SIT-1-0-202207112 11-Jul-2022 11:13

07116 11-Jul-2022 03:34

4. Copy the required instance.
5. Navigate to Pipelines and select the Deletelnnovator Pipeline.

J Azure DevOps Aras Ara raining I e Q = 6 @ & d
ArasSDETraining-PLM-... + -
ﬂ Overview Recent All Runs R
B roarss
Recently run pipelines
Repos
Pipelines
f 2.1 + added SDFOS with new item and corresponding artifacts % Jun23
@ seteniumTests
i Pipelines s @ ¥
i 30623.9 « added SDEO9 with new item and corresponding artifacts @B Jun23
& tovironments ° Continuousintegration 3 e ’ o &
& Releases
° DeployToSIT #20230622.1 » added SDEQS with new item and corresponding artifacts
W Library aployio viggered for @) @ st
= ask groups #20230623.2 » Changed method as a result of review process % Jun23
© ceneratesaseline P A
""" Deployment groups
#20230504.1 « fix floating issue with build agents @ May4 .
& e © osccmnonsor lndersc vl a
N . .
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6. Click the Run Pipeline button.

7. Inthe Aras Innovator instance Name to Delete field, paste the SIT instance which was copied
in step 4.

8. Select Resources and click Continousintegration [Delete Innovator].

< Resources %
Review the resources to use with this run
P e >

9. Select the correct Build. The Build Name ends with a timestamp yyyyymmdd##. In the
corresponding Build, a dot separates the Build Number from the Date.

Note: The timestamp of SIT instance should match the Build's timestamp.

« Continuousintegration X

Select the ) se

— ° #20230623.9

° #20230623.6
— ° #20230619.1
° #20230616.1

° #20230606.1

. £20720804 1

#20230623.7

-

Cancel Use selected run

10. Click the Use selected run button.

<« Continuouslintegration X

Pinelineun Completed
8 ° w)(V)VZBVO?Z.%.V()‘ — un
-

‘ ° ;20?3}?6?3.76.
) ° 320?370619.71v , . un 1

#20230616
S OYZQ%Joswg.w ) un 16
& #20230606.1

Cancel Use selected run

- £073N504 1
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11. Select Variables and enter the value in the Update Variable dialog box. Set the Variable in
lowercase "sit" and click Update.

< Update variable X

Name

Innovator_instance_name

Value

sit-1 —O—yyyymmdd*# |

Cancel

12. Navigate back to Run Pipeline pane and click the Run button.

Run pipeline X

Select parameters below and manually run the pipeline
Branch/tag

2 development v

Innovator instance name to delete Req

‘ SIT-1-0-202306237

Advanced options

Variables
Stages to run >
Resources >

| Enable system diagnostics Cancel @

13. If the Build has expired, select the oldest green Build.

7.4 Delta deployment to production and non-production
environments
Delta Deployment functionality is an Aras DevOps feature for Aras Enterprise customers working
with containerized deployments.

Delta deployment allows deploying changes from the Work Repository on top of an existing Aras
Innovator deployment. The database of the target Aras Innovator deployment will not be dropped
and restored. The customization changes will be deployed on top of the existing database.

Users have the capability to utilize this feature to update the existing instance in SIT (System
Integration Testing), UAT (User Acceptance Testing), Staging, or Production environments.

The following steps outline the high-level process of delta deployment:

1. Determine the Aras Innovator Release Name the user wants to update.

2. Determine the Deployment Package version with customization the user wants to deploy to the
previously deployed Aras Innovator.
Users can use one of the two options:

e The Build Number of the CI Pipeline corresponding to the version of the customization
that a user wants to deploy
e The name and version of the Deployment Package.
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3. Run the Deploy Pipeline with Update strategy.

7.4.1 Redeploy UAT deployment on Existing Database
The following sections outline redeploying UAT Deployments on top of the existing database.
7.4.1.1 Determine the Innovator Deployment Name

The following steps outline the process of determining the Aras Innovator Release Name for the
deployed Aras Innovator Instance that the user wants to update:

1. On Azure DevOps, click Wiki.

ArasSDETraining-PLM-... +

ﬂ Overview

T  Summary

Dashboards

B wiki

2. Under the Environment Information section, select UAT.

Copy the release name under the Name Tab in UAT section.

ﬂ Overview arasengineering-DevSaaS2-Impl... ~ i UAT

= wmmsy = Enter page title @ arssengineering-DevSaasz-Imple..  Saturday
Dashboards

~ [ Envirenment Information Name Creation Date Created by
B wiki
UAT E

B Soard | = inn-44545 08-Feb-2024 0914 svc-automation.azuredevops

/) Qaras

- B siT

inn-44863 10-Feb-2024 12:28 svc-automation.azuredevops

B reno

Copy the name; it will be useful during Deploy Pipeline.

©2025 Aras Corporation All Copyrights Reserved. 62

/&aras



Aras DevOps 1.10
User Guide

7.4.1.2 Determine Deployment Package

Determine the Deployment Package Version with the customization the user wants to deploy to
the previously deployed Aras Innovator. This can be done in the following two ways:

e Obtain the Build Number of the CI Pipeline corresponding to the version of the customization
the user wants to deploy:

1. In Azure DevOps, go to Pipelines.

ArasSDETraining-PLM-... +

ﬂ Overview

& Summary

B Dashboards

B wiki
% Boards
Repos
f Pipelines
2. Select Continuousintegration and select the necessary Cl Pipeline.
f Pipelines ® &ZOE?‘?E:Z:.? Rebfls'ea\fr;and Vs-e.tili‘\jGSSth?‘;o; !_fBCR property oo
i Pipelines
#20240224.3 - Rebaseline and set b-17635 tag to LCBCR property
B E 2 sanually triggered for -17635 & s7a046ca -9
nvironments
©  Releases ® #0240224.2] Rebaseline and set b-17634 tag to LCBCR property °-©
Manually triggered for @) © r-1763a ¢ e37c88d4
W Library
#20240224.1 - Rebaseline and set b-17634 tag to LCBCR property
= Task groups © ranually triggered for @) € r-17634 ¢ s49echsh o-o

Copy the Build Number; it will be useful during Deploy Pipeline.
¢ Obtain the Name and Version of the Deployment Package Name:
Find a stable version of the Deployment Package Name and Deployment Package Version.

It can be found in Continuousintegration Pipeline logs. Open the Publish Nuget Package
to {ProjectName}-Artifacts feed and find the line similar to the following screenshot:

[ Import i... 1m 525

@ RunCom.. 4m 13s

@ Package Upl... 11s

@ Copy Test Res... 1s

@ Copy Nuget p... 1s

() eliEhilge= LEE Caching to rtifactTool @

@  Fublish Auto... e 1 Publishing pack: nika.master,
@ Postjeb: Ch <1s

For example:

Publishing package: custom deployment package name, version:
1.0.202502263-b-17641
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7.4.1.3 Run Deploy Pipeline with Update strategy

The following steps outline the process of running the Deploy Pipeline with Update Strategy:
1. Navigate to the Deploy Innovator Pipeline.

2. Select Run Pipeline.

3. Select the appropriate Branch/Tag.

4. Choose Deployment type.

Run pipeline %
Select parameters below and manually run the pipeline
Branch/tag

¥ master w |
Select the branch, commit, or tag

Deployment type:

SIT ~ |

Deploy timeout in minutes

180 |

Optional variable group name: (Default one is used if none provided)

Custom config variable group name: (Default one is used if none
provided)

Advanced options

Variables

8 variables defined >
Stages to run 5
Rumn as configured

Resources 5
Use latest version of all resources

| Enable system diagnostics Cancel m
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5. To choose the required Deployment Package, use one of the options below:

e Click Resources in Advanced options. Search for the correct Cl Pipeline with the code
changes that need to be applied to Aras Innovator, which is obtained in the section
Determine Deployment Package, and then click the Use selected to run button to

apply.

« Continuouslntegration_ArasENG

#20240226.4 -
o e 17656 % a1d2i6d o

#20240226.3 -
O @ s

#20240226.2
O @ T s

#20240226.1 -
o @ 17636 4 8ic17621 e

#20240225.2 -
o @ 417636 ¢ 777a0ad0 one

#20240225.1
0 @ -17636 % 0244079 esteray

#20240224.4
O ° 17635 2880715 esterday

° #20240224.3

° #20240224.2

? r-17634 ¥ e37c69d4

Saturday

x

e Click Variables in Advanced Options and specify deployment_package name and
deployment_package_version with the values obtained in the section Determine

Deployment Package.

Fe deployment_package_name

Fe deployment_package_version

= 1.0.202402263-b-17641

6. Click Variables in Advanced options.

Run pipeline

Select parameters below and manually run the pipeline

Branch/tag

% development

Advanced options

Variables

Stages to run

Resources
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7. Add the following Variables:

Name Value

personal_access_token Enter the PAT token in case of deployment to UAT,
Staging, or PROD.

innovator_release_name Enter the Release Name of the currently deployed Aras
Innovator that needs to be updated.

setup_instance_strategy Enter Update.

cluster_index Enter a cluster identification value for deployment. This
is especially helpful when deploying multiple Vaults
across different geographical clusters. Typically, 01
suffices as the default value.

install_conversion_server The default value is true.

© Variables. :

£ EIL_J?terfindex S
Fe e P e e >
fx deployment package varsion >
£ iinn.c’:\jit?;rtre\ease_name S
B i_n_s'ta_l |_conversion_server S
& ;.:.e..r.s.0|.1.a.l_access_token S
I szetgp’zzijstance_strategy 5

The setup_instance_strategy can have the following values:

e Deploy: Enables the creation of a new Deployment. This is the default value of this
Variable for Deployments to SIT environment.

e Update: Enables updating an existing Deployment. This is the default value of this
Variable for Deployments to UAT, Staging, and PROD environments.

¢ RollingUpdate: This update type should be used when only Code Tree changes should
be applied. The Pipeline will fail if there are any changes in AML Packages.

8. Click the Run button.

The outcome of this operation will deploy the new changes onto the existing database and
Aras Innovator instance, matching the innovator_release_name with
setup_instance_strategy set to Update.
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8 Using Transformations

8.1 Transformation Overview

A Transformation is a mechanism for updating configuration files such as Aras Innovator's XML or
JSON files using a special syntax. Since all config files are XML or JSON, the XDT or JDT
transformation is used, respectively.

This procedure is intended to be idempotent, implying that repeated transformation application to a
specific configuration file (like those of Aras Innovator) should consistently result in the same
state achieved immediately after the initial transformation application.

Idempotence ensures that regardless of the number of times a transformation is applied to a
specific configuration file, the outcome remains consistent and predictable, eliminating the need to
manage delta changes.

8.2 Type of Transformation

There are two following types of transformation:

1. XMI Document Transformation (XDT): Enables transforming XML files.
2. JSON Document Transforms (JDT): Enables transforming JSON files.

8.3 The Purpose of Transformation
Only the specific configuration files are updated rather than a complete overwrite of the content.

This approach facilitates modifications only in the required sections of the configuration, ensuring
that all other settings remain unaffected.

The developer is responsible for creating such a Transformation, which might be applied to the
config file often. It will give the same result as after the first application of the Transformation.

The standard Aras Innovator platform Deployment only contains the information below in the
conversion server configuration file.

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>

<section name="oauth" type="Aras.OAuth.Configuration.OAuthSection,
Aras.OAuth.Configuration" />

</configSections>
<oauth configSource="OAuth.config" />
</configuration>

The project team must provide information in the Transformation file to activate conversion
according to the project's requirements and entitlements.

8.4 Utilizing Transformation

If any update is required in the configuration file, a file with an identical name should be created
within the TransformationsOfConfigFiles directory using the relative path of the file.

Idempotance isn't provided out-of-the-box; utilization of specific Transformation actions is required.
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In the XDT framework, these operations are signified by the suffix IfMissing (such as
InsertIfMissing). Conversely, in JDT, the Merge action is the most suitable for this purpose.
Therefore, it's up to the developer to ensure their Transformations are idempotent.

8.4.1 Example 1: XML Document Transformation (XDT)

Consider a scenario where a user needs to modify the file OAuthServer\Web.config and
wants to add an attribute to the oauth Tag in which the value of the configSource attribute is
equal to OAuth.config.

1. Create afile OAuthServer\Web.configinthe TransformationsofConfigFiles
folder according to XDT rules.

2. Fill'it in according to the XDT rules.

Commit the changes.

4. The Transformation is reflected in OAuthServer\Web.config after the next Deployment.
Next time, the config file should give the same result as after the first application of the
Transformation.

5. Sample XML Transformation:

w

“xml
<?xml version="1.0"?2>

<configuration xmlns:xdt="http://schemas.microsoft.com/XML-Document—
Transform">

<oauth configSource="OAuth.config" yourNewAttribute="value"
xdt:Transform="SetAttributes" xdt:Locator="Match (configSource)" />

</configuration>

e For XDT Documentation, visit https://learn.microsoft.com/en-us/previous-
versions/aspnet/dd465326(v=vs.110)

e For Web.config Transformation Syntax for Web Project Deployment Using Visual Studio,
visit https://learn.microsoft.com/en-us/aspnet/core/host-and-deployl/iis/transform-
webconfig?view=aspnetcore-5.0

8.4.2 Example 2: JSON Document Transformation (JDT)
Consider a scenario where a user needs to add a new plugin to
OAuthServer\OAuthServer.Plugins.json.

1. Create a file named OAuthServer\OAuthServer.Plugins. json in the directory
TransformationsOfConfigFiles according to JDT rules.

2. Fillitin according to the JDT rules.
3. Commit the changes.

The Transformation will reflect in OAuthServer\Web.config after the next Deployment.
Next time, the config file should give the same result as after the first application of the
transformation.
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Sample JDT Transformation:

" json

"@jdt.merge": {
"@jdt.path": "S$.['OAuthServer.Plugins']",
"@jdt.value": [
{
"Name": "New.Aras.Plugin",

"Enabled": true

e For JDT documentation, visit https://github.com/microsoft/json-document-transforms/wiki.

8.5 Ignore Configuration Files Transformation

8.6

This need usually arises when the user does not require Transformation or if a validation error
occurs during implementation.

To ignore Transformation add a line with file location (relative path) in the following file:
TransformationsOfConfigFiles\.transformations.ignore.

For more details and Transformation syntax, please refer to the file in the cloned Repository:
TransformationsOfConfigFiles\Readme.md.

Environment Specific Configuration

Environment-specific configuration functionality is an Aras DevOps feature available for Aras
Enterprise customers working with containerized deployments.

This functionality enables customers to deploy Aras Innovator instances from one single Git
Branch to different environments (System Integration Testing, User Acceptance Testing, Staging,
and Production) and introduce variability in the configuration. The configuration Transformations
use Variables instead of fixed values. Customizable Azure DevOps Variable Groups define Variable
Values.

Aras Enterprise customers use this feature to manage variability in Aras Innovator configuration
files on different environments without having to manage separate Branches for each environment.

The following steps outline the high-level process of environment-specific configuration:

1. Add a Transformation that adds a custom Variable to a configuration file.
2. Add the custom Variable to the environment-specific Variable Group.

3. Run CI Pipeline to add the transformation to the Deployment Package.
4. Run Deploy Pipeline with the appropriate Variable Group.
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8.6.1 Example: Define an environment-specific login screen

This section illustrates how to create two SIT Deployments with different configurations. For each
Deployment, different login screen background images will be created.
The following steps outline the process of creating different login screen background images:

1. Add a Transformation that adds custom Variable to a configuration file. The following is an
example of a Transformation that sets the $ {imagePath} value in the
BackgroundImageUrl property. This should be added to the
TransformationsOfConfigFiles/OAuthServer/OAuthServer.config folder:

<?xml version="1.0" encoding="utf-8"?>

<configuration xmlns:xdt="http://schemas.microsoft.com/XML-Document—
Transform">

<appSettings>

<add key="BackgroundImageUrl" xdt:Locator="Match (key)"
xdt:Transform="SetAttributes (value)" value="${imagePath}"/>

</appSettings>

</configuration>

¥ master v 0O i) TransformationsOfConfigFiles OAuthServer OAuthServer.config
OAuthServer.config

Contents History Compare Blame

1 <?xml version="1.8" encoding="utf-8"2>

2 <configuration xmlns:xdt="http://schemas.microsoft.com/XML-Document-Transform">

<appSettings>
4 <add key="BackgroundImageUrl" xdt:Locator="Match(key)" xdt:Transform="SetAttributes(value)" value-"S{imagePntﬂ}"/)
5 </appSettings>

(]

6 </configuration>

New background images should be added to the
CodeTree/OAuthServer/wwwroot/images folder.

¥ master v O (i ] CodeTree/OAuthServer/wwwroot/images
images

Contents  History

Name T Last change
O loginBackground1,jpg Jan 25

O loginBackground2,jpg Jan 25

2. Commit the Transformation and images and push them to Work Repository in Azure DevOps.
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3. Next, set the values for Variables for each Environment. By default, the project has the
following five Variable Groups defined for custom configurations:

* Pipelines fx  CustomConfigValues-Cl

&3 Pipelines fx  CustomConfigValues-PROD
B Environments fx CustomConfigValues-SIT
#  Releases fx  CustomConfigValues-STG

W Librar
i frx  CustomConfigValues-UAT

4. Select CustomConfigValues-SIT Variable Group.

q Pipelines Je CustomConfigValues-Cl
By Pipelines fx CustomConfigValues-PROD
B Environments fx  CustomConfigValues-5IT
#  Releases fx CustomConfigValues-STG
v Library

fx CustomConfigValues-UAT

5. Add a Variable with the Name imagePath and the Value
~/images/loginBackgroundl. jpg

Library CustomConfigValues-SIT

Variable group [h Clone O Security @) Pipeline permissions B Approvals and checks ® Help

Properties

Variable group name

‘ CustomConfigValues-SIT ‘

Description

This Variable Group was created automatically and is used to define environment-specific variables

(@ ) Link secrets from an Azure key vault as variables (D
Variables
Name T Value
imagePath ~/images/loginBackground1.jpg
-+ Add

6. Run Continuousintegration Pipeline.

7. Run Deploy Pipeline with default parameters using the Continuous Integration from step 6
as a Resource.

This Pipeline creates a new Deployment using the CustomConfigValues-SIT Variable
Group for custom configuration. The BackgroundimageUr| Value will be set to the Value of
imagePath from the Variable Group as defined in the Transformation.
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Environment-specific Variables from the CustomConfigValues-SIT Variable Group are
always applied by Deploy Aras Innovator Pipelines during initial Deployment or
Redeployment.

Run pipeline X
Select parameters below and manually run the pipeline
Branch/tag

i-o master v |

Select the branch, commit, or tag

Deployment type:

SIT v |

Deploy timeout in minutes

180 |

Optional variable group name: (Default one is used if none provided)

Custom config variable group name: (Default one is used if none
provided)

Advanced options

Variables

R variahlee def A >
variables defined

Stages to run >

Run as conf iqured

Resources >

Use latest version of all resources

(O Enable system diagnostics Cancel m

8. Visit the Deployed Aras Innovator to verify the change in the background image on the Login
page.
To create another Deployment using another configuration of the image path, modify the

default Variable Group (CustomConfigValues-SIT) or create a new Variable Group for the
second Deployment.
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The following is the example of deployment with a new Variable Group with my-custom-
group Name:

e In Azure DevOps, select Library and click + Variable group to create a new Variable
Group.

e Setthe name to my-custom-group.

e Add the imagePath Variable and set the path to the second image as the Value
(~/images/loginBackground2.jpg).

Library my-custom-group

Variable group [E Clone O Security O Pipeline permissions E\ Approvals and checks @ Help

Properties

Variable group name

‘ my-custom-group ]

Description

(® j.‘ Link secrets from an Azure key vault as variables

Variables
Name | Value
imagePath ~/images/loginBackground2.,jpg
-+ Add

¢ Run Deploy Pipeline again with the new Variable group name set as the parameter.

Run pipeline *®
Select parameters below and manually run the pipeline
Branch/tag

& master w |
Select the branch, commit, or tag
Deployment type:

SIT ~ |

Deploy timeout in minutes

180 |

Optional variable group name: (Default one is used if none provided)

Custom config variable group name: (Default one is used if none
provided)

my-custom-group |

Advanced options

Vanables 3

Stages to run >

Run as configured

Resources >
Use latest version of all resources

[O) Enable system diagnostics Cancel m

e Go to the deployed Aras Innovator to check that the background image on the Login
page has changed.
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8.6.2 Default Variable Groups
By default, there are five auto-generated Variable Groups:

CustomConfigValues-ClI

CustomConfigValues-SIT

CustomConfigValues-UAT

CustomConfigValues-STG

CustomConfigValues-PROD

The first group, CustomConfigValues-Cl, is the default group for the ClI pipeline. The rest are
used by default when running the Deploy Aras Innovator Pipeline to SIT, UAT, Staging, or
Production.

Additionally, custom Variable Groups can be created and passed as parameters.

Custom config variable group name: (Default one is used if none
provided)

E |

8.6.3 Adding a Secret
To use Secret as an environment-specific Variable, you should open the Variable Group and
mark the Variable as Secret.
The following steps outline the process of marking a Variable as Secret:
1. From Azure DevOps, go to Library.
2. Select a Variable Group.

3. Inthe Variables section, mark a Variable as Secret by clicking Change variable type to
plain text.

Variables

Name T Value Change variable type to plain text
imagePath | —— %

As Secrets are encrypted Variables with a higher protection level, users must declare them in the
env_vars section of the TransformationsOfConfigFiles/environment-specific-
secrets.yaml file.

This will allow reading Secrets and passing them, along with other environment-specific
Variables, to Deployments during the Deploy Aras Innovator or Continuous Integration Pipelines.
If the Secret is not defined in the environment-specific-secrets.yaml file, it will be read
as an empty Variable, so use caution.

> AML-packages

Contents  Highlight changes s
> AmIDeploymentScripts
1 # Aras DevOps allows users to define environment variables and secrets to be used in
> AutomatedProcedures i i z %
riables as secrets. As secrets are encry,
ion level, you need to decalare them in the il
> CodeTree 5
and more about this functionality, please refer to the user guide
> src
> Tests
r_secret)
v TransformationsOfConfigFiles 2
13
O transformat .2
g IaBstoMHEtRsGROE 15 utomatedProcedures/AzureDevOpsAicd/generate- custom-variables-file.yaml
16
1 environment-specific-secrets.ya 17

EXAMPLE: $(SERVER_SECRET_VARIABLE_EXAMPLE)

Ml Readmemd
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8.6.4 Variables Naming and Scope
By default, a Variable, such as imagePath, can have any name and will be common to all
servers.

A Variable for one specific server can be specified. Suppose the user wants to ensure the
Variable will be used on one specific server (OAuth server or conversion server). In that case, the
Variable Name should use a prefix, for example, oauthimagePath. The prefixes are oauth,
client, server, conversion, agent, and vault.

8.6.5 Restrictions

The environment-specific configuration functionality has the following restrictions:
1. The length of a Variable Value in Azure DevOps is limited to 4096 symbols.

2. The total length of the Variables file created by converting Variables and Values stored in the
Variable Group must be less than 25600 characters to fit the key vault Secret length. This
limitation is because each Deployment Pipeline creates a Variables file based on the Variable
Group and saves this file into the Azure Key Vault to provide the possibility of auditing history
and rolling back values.
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9 External authentication

External authentication functionality is an Aras DevOps feature available for Aras Enterprise
customers working with containerized deployments.

This functionality enables customers to configure Aras Innovator instances to allow single sign-on
using an external identity provider.

Each external authentication consists of two steps:
1. External authentication in the external identity provider.

2. Process the result of external identity provider logins by mapping an external user to the Aras
Innovator user. Each external authentication has its own user format, so it is important that the
user mapper can handle any user format. The Generic User Mapper plugin is flexible in mapping
an external user to an Aras Innovator user for multiple authentication types.

Configuring authentication plugins for each step is necessary for single sign-on using external
authentication to Aras Innovator.

The following steps outline the high-level process of external authentication configuration:
1. Configure the external identity provider (e.g., add application registry).

2. Add Transformation for external authentication plugin (e.g.,
Aras.OAuth.Server.Plugins.Saml2Authentication plugin) and for user mapper plugin

(e.g.,using Aras.OAuth.Server.Plugins.GenericUserMapper plugin).
3. Run the CI Pipeline and deploy it.
4. Create a user that corresponds to mapping.
5. Configure access to the external identity provider (e.g., DNS settings).

9.1 Aras Innovator External Authentication using SAML 2.0
Authentication

Aras Innovator allows administrators to control the maintenance of user logins. One method is the
SAML 2.0 Authentication Plugin, which provides a way to log into Aras Innovator using the SAML
2.0 authentication protocol.

To view the documentation of the SAML 2.0 protocol, visit https://www.oasis-
open.org/standards/#samiv2.0.

SAML 2.0 is a protocol for exchanging authentication and authorization data between security
domains. The XML-based protocol uses security tokens containing assertions to pass information
about a principal (usually an end user) between a SAML authority, known as an ldentity Provider,
and a SAML consumer, known as a Service Provider. SAML 2.0 enables web-based, cross-domain
single sign-on (SSO), which helps to reduce the administrative overhead of distributing multiple
authentication tokens to a user.

The Aras Innovator logon may be customized using the SAML 2.0 Authentication Plugin described
in this section. This plugin provides a way to use external identity providers by the SAML 2.0
protocol for Aras Innovator. The customization requires changes in the OAuth server configuration
to enable the SAML 2.0 authentication plugin.

The SAML 2.0 protocol includes the following:

e Anidentity provider authenticates users and gives the service provider an authentication
assertion if successful.

e A service provider relies on the identity provider to authenticate users. The OAuth server acts
as a service provider in the system.
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The following steps outline the high-level process of SAML2 authentication configuration:

1. Configure external identity provider (e.g., add application registry).

2. Add Transformations for the Aras.OAuth.Server.Plugins.Saml2Authentication
plugin and the GenericUserMapper plugin.

3. Run ClI Pipeline and Deploy Pipeline.
Create a user that corresponds to the mapping.
5. Configure access to the external identity provider (e.g., DNS settings).

E

9.1.1 Example: Setup of Aras Innovator SAML 2.0 Authentication with Azure as
Identity Provider

This section provides an example of configuring a deployment to log in to Aras Innovator using an
external user and the SAML2 protocol. For this Deployment, logging in using a Google account
will be configured.

The following sections outline the process of configuring external authentication.

9.1.1.1 Configure external identity provider (e.g. add app registry)

For more details, refer to the manual: https://support.google.com/a/answer/6087519.
The following steps outline the process of configuring the external identity provider:

1. Ensure there is a Google admin account on admin.google.com. The e-mail should be of the
domain which will be used as the Service provider (Aras Innovator). For example, if the
instance is https://domain.com/instance/, the e-mail should be username@domain.com.

2. Log into https://admin.google.com/.

3. From the left pane, Go to Apps and click Web and mobile apps.
4. Click Add app, then select Add custom SAML Apps.
= oAdmm Q,  Search for users, groups or settings
Apps > Web and mobile apps
m Home

20 Dashboard

° Apps (1) Addapp ~ Settings ¥
» = Directory
» [0 Devices + Addafilte Search for apps
v i Apps
[ Name 4 add private Android app User access
Overview
O A Add private Android web app ON for everyone
» Google Workspace
Additional Google services Add custom SAML app®
Web and mobile apps
Google Workspace
Marketplace apps
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5. Fillin the App details.

X Add custom SAML app

5 config i [ o SAM you er's int Learn more

Option 1: Download IdP metadata

DOWNLOAD METADATA

OR
Option 2: Copy the SSO URL, entity ID, and certificate
S50 URL
tps f/accounts " aml2/icp? D
Entity ID
ftps:/accounts.g e.cor sami2?idpid=C02c0us o
Certificate
Google_2029-5-5-33622_SAML2_0 n *
Exp ay s
JEBCWUA "
! 10 DEWZHL l o
s ==
SHA-256 fingerprint
BBETA A61:4 A <EFS e -

BACK CANCEL m

6. Click the Continue button.

7. Download metadata on the computer and copy Entityld (download the signing certificate, if
required).

X Add custom SAML app

¥ Learn more
Option 1: Download IdP metadata

DOWNLOAD METADATA

OR

Option 2: Copy the SSO URL, entity ID, and certificate
SS0 URL

{0\ account 9 y i | D
Entity ID

TIPS/ accounts.goagle.com u)
Certificale

Google_2029-5-5-33622_SAML2_0 0D *

1 Ll JQDE
8 IAKGA N A

SHA-258 fingerprint

6.F9.DIADEN2C BB AT ADSESS:0A61:44E1:57 8E4ADE06:43:TEFSA1.BD:BD:ISADAS D3:8C 0

e e m

8. Click the Continue button.
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9. Enter the ACS URL for the instance. For example, https:/{OAuthServerURL}Saml|2-
AzureAD/Acs.

10. Enter Entity ID for the instance. For example, https://{OAuthServerURL}SamI2-AzureAD!/.

Service provider details

To CD‘TT‘IC).“E single sign on, add service Dr,‘.\-f\é" details such as ACS URL and entity ID. Learn more
https://{0AuthServerURL})/Saml2-AzureAD/Acs

https://{OAuthServerURL}/Saml2-AzureAD/

O

Name ID

Defines the naming format supported by the identity provider. Learn more
EMAIL

Basic Information > Primary email

BACK CANCEL CONTINUE

11. Click the Continue button and save.
12. Click Apps, click on Web and mobile apps, and check if user access is ON for everyone.

SAML User access v
To make the managed app available to select users, choose a group or organizational unit. Learn more
Te TEStApp View details
ON for everyone
[ TEST SAML LOGIN
& DOWNLOAD METADATA Service provider details v

Entity ID
s

# EDIT DETAILS 3622_SAML2_0

xpires May 5, 2029)

W DELETE APP

SAML attribute mapping

SAML attribute mapping isn't configured
Map Goagle directory user profile fields to SAML service provider attributes

Configure SAML attribute mapping
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13. Click Add Mapping and change mapping options to receive the correct claim after logging
into Google.

Altribute mapping

AML SAML attribute ppinc
m Aras Cloud Attributes Add and select userfedsin Googhe Dirctary the

Google Directory attributes App attributes
5 TEST SAML LOGIN
Primary email = nameidentifier X
% DOWNLOAD METADATA
7 EDITDETAILS
ADD MAPPING

W DELETE APP

Group membership (optional)
roup hership information can be sent in the SAML response if the user belangs 1o any of the groups you add here

Google groups App attribute

14. Go to the Home Tab, and in the Users section, assign users to log in.

Refer to the following Microsoft link about configuring Azure as an identity provider:
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-
SSo.

9.1.1.2 Add transformation for Aras.OAuth.Server.Plugins.Saml2Authentication plugin and for
Aras.OAuth.Server.Plugins.GenericUserMapper plugin.

To turn on Aras Innovator SAML 2.0 Authentication, update the OAuthServer.Plugins.json
settings with the Transformation mechanism using JDT Transformation.

The readme file in the TransformationsOfConfigFiles folder of the Work Repository in
Azure DevOps contains more information.

The values of the required parameters can be obtained from the Configure external
identity provider section.

The OAuthServer.Plugins.json file must be added to
TransformationsOfConfigFiles/OAuthServer of the Repository.

> AML-packages

> AmlDeploymentScripts

> AutomatedProcedures

> CodeTree

> src

> Tests

s TransformationsOfConfigFiles
v OAuthServer

[ OAuthServer.Plugins.json
The file should contain the JDT Transformation of the configuration of

Aras.OAuth.Server.Plugins.Saml2Authentication and
Aras.OAuth.Server.Plugins.GenericUserMapper plugins.
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The following is an example of JDT Transformation using OAuthServer.Plugins.json file:

{
"@jdt.merge": {

"@jdt.path": "$.['OAuthServer.Plugins']",

"@jdt.value": [

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",

"Enabled": true,
"Options": [
{
"AuthenticationType": "Saml2-AzureAD",
"DisplayName": "Saml2 Google",
"ServiceProviderOptions": {

"EntityId": "https://{OAuthServerURL}/Saml2-
AzureAD/"

Hy
"IdentityProviderOptions": {

"EntityId":
"https://accounts.google.com/o/saml2?idpid=C02c0u5vx",

"MetadataSource": "MetadatalLocation",

"MetadataLocation":

"/secure files/sit GoogleIDPMetadata.xml"
}

"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,
"Options": [

{

"AuthenticationType": "Saml2-AzureAD",
"InnovatorUserNameFormat": "{username}",
"ClaimActions": [
{
"ActionName": "CreateFrom",

"ActionOptions": {
"ClaimType": "username",

©2025 Aras Corporation All Copyrights Reserved. 81

/&aras



Aras DevOps 1.10
User Guide

"SourceClaimType":
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifie
r"’

"ReplacePattern": "@.+",

"Replacement": "",

"PatternOptions": [ "IgnoreCase",
"Singleline" ]

}
by
{
"ActionName": "Validate",

"ActionOptions": {

"ClaimType": "username",
"AllowPattern": ".+",
"DenyPattern":

"*admin$ | “root$|“*vadmin$ | “authadmin$ | ~esadmins$",

"PatternOptions": [ "IgnoreCase",
"Singleline" ]

}

This Transformation of the Saml2Authentication plugin describes the basic minimum flow
with metadata as a file and EntityId as a URL. The EntityId of the
ServiceProviderOptions should contain a URL to the Sam12-AzureAD endpoint of
OAuthServer. The EntityId and metadata file should be configured based on information

provided by identityProvider.

More information about SAML configuration can be found in the SAML2 Authentication Plugin
Configuration section.

This Transformation of the Generic User Mapper plugin signifies that the value received
from the Identity provider (in this case, e-mail) will be transformed in the CreateFrom action,
cutting out everything after and including the @ symbol. The Validate section will check if the
resulting value equals the username that exists in Aras Innovator and pass the user to the

Authentication plugin to authenticate.

Note: Since the username field in Aras Innovator is limited by the number of symbols,
mapping should consider this limitation.
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Refer to the Generic User Mapper section for more information about Generic User Mapper
configuration.

The above example demonstrates one of the basic SAML2 flows using a file configuration of
EntityId and Metadata.

Following SAML2 flows are also supported:

e Configuration with URLS to an external provider.
e Configuration with external files, such as certificates and metadata files.

For more details about configuration with external files, refer to the Configuring Secure Files
section.
9.1.1.3 Commit Changes and Run Pipeline
Once all the changes are complete, commit the changes, run the ClI Pipeline, and deploy the
Pipeline.
9.1.1.4 Create a User for Corresponding Mapping

Login to the Aras Innovator instance as an administrator and create a user according to the
mapping strategy. For example:

The Login Name will be the username of the e-mail address, which is the prefix of @.

& User Name vvr =

;:, e[S ||~ [ o || [ooe

. User

Login Name First Name Last Name Company Name

usernames User Hame

Password Email Telephone Mail Stop
username@domain.com

Confirm Password Fax Home Phone Picture
Cell Pager

Logon Enabled

Starting Page Employee & Manager

Default Vault ‘Working Directory

Default

9.1.1.5 Configure access to the external identity provider (e.g., DNS settings)

If Google requests domain verification, please follow the provided instructions.

The following steps outline the process of configuring the communication between Google and
the domain:

1. Open domain settings in admin.google.com and fill in the required properties. For more
details, see the Configure External Identity Provider section.
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2. Open the Azure portal DNS settings and follow the Google instructions about adding MX
records for the domain to make the domain verified. Two records were added to DNS
settings.

devsaas214-nprd-01

gcs.arasqa.com

@I Delete 5':’9\ Users @ Metadata

devsaas214-nprd-01.gcs.arasga.com 0y ‘
Type
TIL* TTL unit
1 ‘ ‘ Hours ~
Preference Mail exchange
1 SMTP.GOOGLE.COM
15 VNGALAG4QJPXSCZERROPRTIMABYEWK424ZVBRKMNHLTEKO6A53ZQ.MX-VERIFICATIO... ***

‘ | ‘ mail.contoso.com

3. Continue verification in admin.google.com.

After following all the above steps, the login should be successful. For more details, refer to
the SAML2 Authentication Plugin Configuration section.

9.2 Configuring Secure Files
The following steps outline the high-level process of using the certificates during deployment:

1. Upload a certificate to secure file storage.

2. Configure file permissions for Pipeline.

3. Add a Transformation with a link to the certificate.

File names must begin with one of the following CI prefixes to specify the environment in the

Continuous Integration Pipeline where the files are used: SIT, UAT, STG, or PROD. For example,
SIT-SAML.pem. File names not starting with one of these designated prefixes will be ignored.

9.2.1 Upload a certificate as a secure file

The following steps outline the process of uploading a certificate as a secure file:

1. After uploading a certificate as a secure file in Azure DevOps, expand Pipelines.
2. SelectLibrary.

3. Select the Secure files Tab.
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4. Click the + Secure file button.
G Azure DevOps sazarau sazarau Pipelines Library

sazarad T Library 3 4

B overview Variable groups|| Secure files + Secure file

“ Boards
Repos
q Pipelines 1

Pipelines

Environments

Releases

Zln m

Library 2 I

Task groups

+ Deployment groups

A Test Plans
! Artifacts

5. Click Browse... button and select the secure file.

Upload file o
Drag and drop a file here or click browse to select a Biowse."
file.
Cancel
6. Click Ok.
Upload file x
SIT-SAMLpem

12 bytes  remove

e

The file will be available in the list of secure files. If needed, click + Secure file again to add
another file.
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9.2.2 Configure File Permissions for a Pipeline

The following steps outline the process of configuring file permissions for a Pipeline:
1. Click on the file name to open file properties.

sazarau +

Library
ﬂ Overview Variable groups  Secure files + Secure file
a Boards Name 21

Repos SIT-SAMLpem
f Pipelines

Pipelines

-]

B Environments
5 Releases

1}

Library
= Task groups

t  Deployment groups

A Test Plans
A Artifacts

2. Click the Pipeline permissions Tab, the ellipses button, and select Open access from the

menu.

+  Library » SIT-SAMLpem 1
Secure file Q Security Approvals and checks @ Help
Secure file

Secure file name

SIT-SAMLpem

Properties SIT-SAML.pem x
Optionally define properties for the secure fil )

L fa Pipeline permissions +
+ Add 8 3| & Openaccess

No permitted pipelines
This resource cannot be used in a YAML pipeline until at least one pipeline has permission.
All Classic pipelines can use this resource.
Learn more

©2025 Aras Corporation All Copyrights Reserved. 86

/&aras



Aras DevOps 1.10

User Guide

3. Click the Open access button to allow Pipelines to download the file.

SIT-SAML.pem x

Pipeline permissions s
Confirm open access
This will allow all pipelines in the project to use this resource

Are you sure you want to continue?
This nt ssion.

Cancel

Once the permission has configured successfully, close the window.

SIT-SAML.pem x

Pipeline permissions Restrict permission

No restrictions
Any pipeline may use this resource
Learn more

4

4. Add the certificate file name to a configuration file. This allows the file to be used in Pipelines.
Click Repos and open the TransformationsOfConfigFiles/environment—

specific-secrets.yaml file.
5. Click the Edit button.

arasengineering-Devs... + & g £ master v/ B / TransformationsOfCanfigFiles / environment-specific-secrets.yaml
B owenview > @ AML-packages environment-specific-secrets.yaml
> Am[DeploymentScripts Contents History Compare Blame rd
B soarcs
> AutomatedProcedures ) . . .
- 1 & Aras Devdps allows users to define environment variables and secrets to be used in conf:
Repos 1 2 as secrets. As secrets are encrypted variables
> CodeTree 3 & To understand more about this functionality, please refer to the user guide
I
2 > 43 5 % For mample
6 ¢ env_vars:
9 Commits N T 7 ny_password: S(my_password)
=8 8% another_secret: $(another_secret)
a 98
& Pushes « @ TransformationsOfConfigFiles 10
3 11 steps:
12 - template: /AutomatedProcedures/AzureDevOpsAicd/generate-custon-variables-file.yaml
& Branches > @ OuthServer 2 temlate: / peticale ’
13 | parameter
1| | env_vars:
9 Tags [ ransformationsignare 15 SERVER_SECRET_VARIABLE_EXAMPLE: $(SERVER_SECRET_VARLABLE_EXAMPLE)
16 | | secure_files: []
8% Pullrequests R e
O Advaneed Security ML Readmemd

aras.binaries.ignore

f Pipelines
A Test Plans
P Antifas

encodingignore

0.
O
[1 gitattributes
0O gitconfig
b

gitignore

B Project settings «
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6. Ifthe secure files section is missing, add the file name to it. To have a valid YAML file, all
indents should be the same as in the screenshots below.

ras DevOps allows users to define environment variables and secrets to be used in
As a user, you can also define variables as secrets. As secrets are encrypted vari:
To understand more about this functionality, please refer to the user guide.

For example
env_vars:
my_password: $(my_password)
another_secret: $(another_secret)

[ RN R T N
HoH H R H 4

o
= @
n
n
m
o=
w

12 - template: /AutomatedProcedures/AzureDevOpsAicd/generate-custom-variables-file.yaml
13 parameters:

14 env_vars:

15 SERVER SECRET VARIABLE_EXAMPLE: %(SERVER_SECRET_VARIABLE_EXAMPLE)
16 secure_flles:

17 - SIT-SAML.pem

18 - SIT-SAML-123.pem

19 - UAT-SAML.pem

iz}

7. Click the Commit button.

¥ master v B / TransformationsOfConfigFiles / environment-spedific-secrets.yaml

environment-specific-secrets.yaml 2 9 Revert

Contents  Highlight changes '

Aras DevOps allows users to define environment variables and secrets to be used in config transformations.
As a user, you can alsc define variables as secrets. A

secrets are encrypted variables with higher protecti
To understand more about this functionality, please refer to the user guide.

env_vars

1#

2%

3#

4 #

5 # For example

6 # ’ :

7 % ny_password: S(my_password)

8 # another_secret: $(another_secret)
#

11 steps:

12 - template: /AutomatedProcedures/AzureDevO)

13 parameters:

cd/generate-custom-variables-file.yaml

14 Eenv_vars:

15 ECRET VARTABLE_EXAMPLE: $(SERVER_SECRET_VARIABLE_EXAMPLE)
16

17 1

8. Setthe Comment to Commit (use the default Commit Message) and click the Commit

-
%) AzureDevOps ArasEngineering / arasengineering-DevSaa2l.. [ Repos / Files {  yahorR v
Commit x
. arasengineering-Devs... + © yahorR H ¥ master B/ Transfer
Comment ]
_ > i AML-packages environment-specific-sec
B overvew FED ironment-specific et Updated envirenment-specific-secrets.yam|
> @ AmiDeploymentSeripts Contents  Highlight changes.
B oo
» @ AutomatedProcedures |
1 ¥ Aros DevOps allows users to
. Repos 2 ¥ As @ user, you can also def
> @ CodeTree 3 # To understand more about thi
P
&) w5 > s 5 ¢ For example Branch name
5t em_vars:
Commits . 7 Wy password: S(mvipaed] | master |
# > Tests 8 enotner_secret: S(enott
a4 " .
& Pushes v i TransformationsiCenfigFiles 10 Worl ftems to link
11 steps:
o , SR | ‘]
¥ 7 @ OAuthServer 13 paraneters:
16 emverss
@ Tegs [ transformationsignore 15 SERVER_SECRET_VARTABLE_f
16 secure_files:
83 Pull requests R environment-specfic-secretsyaml DAL - s pe
O Advanced Security ML Readmemd
’ Pipelines [ aras.binariesignore
.encoding.ignore.
A Testrians b SEICY
O gitattributes
B Arifacts
[ gitconfig
Cancel
[ gitignore
B Project settings «
. . .
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9.2.3 Add a Transformation with Link to Certificate

The following steps outline the procedure for adding a Transformation with a link to the certificate:

1. Add the Transformation file for the following file to the Repository:
TransformationsOfConfigFiles/OAuthServer/OAuthServer.Plugins.json

For more information about setting up SSO, follow the steps in the Example: Setup of Aras
Innovator SAML 2.0 Authentication with Azure as Identity Provider section.

2. Set the content to the Transformation file with links to secure files. An example follows:
{

"@jdt.merge": {

"@jdt.path": "$.['OAuthServer.Plugins']",
"@jdt.value": [
{
"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",

"Enabled": true,
"Options": [
{

"AuthenticationType": "Saml2-AzureAD2",
"DisplayName": "Saml2 Google with signing",
"ServiceProviderOptions": {

"EntityId": "https://{OAuthServerURL}/Saml2-AzureAD/"
by
"IdentityProviderOptions": {

"EntityId":
"https://accounts.google.com/o/saml2?idpid=C014h6zu2",

"MetadataSource": "MetadataOptions",
"Metadata": {
"SingleSignOnService": {

"Location":
"https://accounts.google.com/o/saml2/idp?idpid=C014h6zu2",

"Binding": "HttpRedirect"
by
"WantAuthnRequestsSigned": false,

"SigningCertificate": {

"SourceType": "File",
"FilePath": "/secure files/stg-Google 2029-5-7-
91113 SAML2 0.pem"
}
}
©2025 Aras Corporation All Copyrights Reserved. 89

/&aras



Aras DevOps 1.10
User Guide

"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",

"Enabled": true,

"Options": [
{
"AuthenticationType": "Saml2",
"InnovatorUserNameFormat": "{uid}",
"ClaimActions": [

{

// Validate uid (default Innovator users are
denied) .

"ActionName": "Validate",

"ActionOptions": {

"ClaimType": "uid",
"AllowPattern": ".+",
"DenyPattern":

"fadmin$ | *root$ | vadmin$ | “authadmin$ | “"esadmin$",

"PatternOptions": [ "IgnoreCase", "Singleline" ]

}

Note: The secure files will be in the secure files folder. Use the secure files folder
when configuring the FilePath.

For more information about full flow, refer to the Example: Setup of Aras Innovator SAML 2.0
Authentication with Azure as Identity Provider section.

For more information about configuring the SAML plugin, refer to the SAML2 Authentication
Plugin Configuration section.

For more information about how to map users, refer to the Generic User Mapper section.

/&aras
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9.3 SAML2Z2 Authentication Plugin Configuration

The Aras Innovator login may be customized using the SAML 2.0 Authentication Plugin described
in this section. This plugin provides a way to use external identity providers by the SAML 2.0
protocol for Aras Innovator. The customization requires changes in the OAuth server configuration
to enable the SAML 2.0 authentication plugin.

Changes in the configuration should be made using a transformation mechanism. For more
information about full flow, refer to the Example: Setup of Aras Innovator SAML 2.0 Authentication
with Azure as ldentity Provider section.

9.3.1 Base Configuration

Metadata for the identity and service providers must be configured to set up the base SAML 2.0
plugin configuration. The metadata contains all necessary information for communication
between the providers.

The following is an example of the base SAML 2.0 plugin configuration:

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"

br
"IdentityProviderOptions": {
"EntityId": "https://idp.example.com"

]
}

Note: Ensure that the JSON is valid. The ', ' symbol should appear between configuration
sections. Also, ensure that Options is a JSON array with at least one object.

This configuration example allows to specify the following parameters:

e AuthenticationType: Describes the name of the authentication scheme added to the OAuth
server.

e DisplayName: The label that appears in the Login with dropdown on the Aras Innovator
login page.

ServiceProviderOptions: The options for configuring the service provider.

Entityld: The unique identifier of the service provider (required).

IdentityProviderOptions: The options for configuring the identity provider.

Entityld: The unique identifier of the identity provider (required). If EntityIdis a URL, it
can be used by the service provider to load the identity provider metadata. If the metadata is
not located by the URL, refer to the Configuring Identity Provider Metadata section to
configure the identity provider metadata.

To make this base configuration work, it is necessary to configure service provider metadata in an
identity provider management system after configuring the identity provider metadata (see the
description of the EntityId property). For instructions, refer to the Configuring Service Provider
Metadata section.
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Note: IS must be restarted after installing the SAML 2.0 authentication plugin.

9.3.2 Configuring Identity Provider Metadata
To use SAML 2.0 authentication, the service provider should know all the relevant information for
communication with the identity provider.

When the identity provider does not provide its metadata by URL to the EntityId property, the
location for the metadata can be specified, or the metadata can be configured manually.

9.3.2.1 Configuring of Metadata Location

Metadata can be retrieved from the identity provider using a URL or an XML file.
The following example shows the configuration of the SAML 2.0 plugin:
{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"

}r
"IdentityProviderOptions": {
"EntityId": "https://idp.example.com",

"MetadataSource": "MetadataLocation",

"MetadatalLocation": "https://idp.com/metadata"

}H]
}
This configuration example specifies the following parameters:

IdentityProviderOptions: The options for configuring the identity provider.
Entityld: The unique identifier of the identity provider (required). It must be the same as the
identifier in the metadata.

e MetadataSource: The type of source from which metadata will be loaded.

e MetadataLocation: The location from which metadata will be loaded (required when
MetadataSource has MetadataLocation value). It can be a URL, an absolute path to a
local file, or an app-relative path.

9.3.2.2 Configuring Metadata Manually
The SAML 2.0 authentication plugin enables specifying metadata options for the identity provider,
if necessary.

The following is an example of a SAML 2.0 plugin configuration with identity provider metadata
options:

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
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"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"
by
"IdentityProviderOptions": {
"EntityId": "https://idp.example.com",

"MetadataSource": "MetadataOptions",
"Metadata": {
"SingleSignOnService": {
"Location": "https://idp.example.com/sso",
"Binding": "HttpRedirect"

}y

"ArtifactResolutionServices": [

{
"Il’ldex": "O",

"Location": "https://idp.example.com/ars"

1,
"WantAuthnRequestsSigned": false,

"SigningCertificate": {
"SourceType": "File",
"FilePath": ".\\secure files\\SigningCertificate.cer"

}H]
}
This configuration example specifies the following parameters:

o IdentityProviderOptions: The options for configuring the identity provider (optional, like all
child properties).

e MetadataSource: The source type from which metadata is loaded.

e Metadata: The configuration of the identity provider metadata (required if the
MetadataSource has a MetadataOptions value).

e SingleSignOnService: Describes the authentication request protocol endpoint to which the
user agent delivers the authentication request message or Artifact representing it (required if
Metadata is configured).

e Location: The URL where the identity provider listens for incoming sign-on requests
(required if SingleSignOnService is configured). The URL must be written in a way that the
client understands since the client’s web browser will be redirected to the URL. Specifically,
this means that using a host name-only URL or a host name that only resolves on the
server's network will not work.
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e Binding: The SAML binding supported by the endpoint (defaults to HttpRedirect). Other
possible values are HttpPost and Artifact.

Note: Single sign out (SingleLogoutService in terms of SAML 2.0 specification) is
currently not supported.

o ArtifactResolutionServices: Zero or more elements that describe indexed endpoints used
for dereferencing a SAML Artifact into a corresponding protocol message.

e Index: The non-negative integer that is used to distinguish the possible endpoints.

e Location: The URL to which a requester, having received an Artifact, sends a request for
Artifact resolution (required if ArtifactResolutionServices is configured).

e WantAuthnRequestsSigned: A value (true or false) that indicates whether the identity
provider wants the authentication request messages to be signed (default is false to
support authentication flow without certificates).

Note: The WantAuthnRequestsSigned value is used together with the
ServiceProviderOptions. The SigningBehavior option is only considered if
SigningBehavior has IfIdpWantAuthnRequestsSigned or Always values.

e SigningCertificate: The identity provider's certificate to sign its messages. Refer to the
identity provider certificate configuration description in the Configuring Identity Provider
Metadata section.

9.3.3 Configuring Service Provider Metadata

The identity provider should have all the information to communicate with the service provider
using SAML 2.0 authentication.

9.3.3.1 Base configuration of service provider metadata

A complex service provider metadata configuration is not needed. Only two options must be
configured in an identity provider management system: the Assertion Consumer Service URL
and the Service Provider Entity ID:

1. Assertion Consumer Service URL: The URL where SAML assertions are sent after a user
has been authenticated. The URL is composed of the OAuth server URL, authentication type,
and /Acs postfix, e.g., https://server.com/instance/OAuthServer/Saml|2-AzureAD/Acs.
Suppose internal and external clients connect to the OAuth server using different URLS. The
Assertion Consumer Service URL should be configured in a used identity provider
management system according to each OAuth server URL.

2. Service Provider Entity ID: The unique identifier most often used as an audience of SAML
assertion.

Note: Case sensitivity is important while configuring the Assertion Consumer Service URL.
Make sure that it is in the same registry as the path where the OAuth server
authentication cookie is stored (it is the OAuth server path, e.g.,
Innovator/OAuthServer from the Assertion Consumer Service URL example above).

Some identity providers make configuring SAML 2.0 authentication possible using service
provider metadata. This metadata is accessible via the Metadata Endpoint URL, which is
composed of the OAuth server URL and the authentication type, such as
https://server.com/instance/OAuthServer/Saml2-AzureAD. The next section provides information
about configuring service provider metadata.
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9.3.3.2 Configuring Metadata Options

The following is an example of configuring service provider metadata:

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,

"Options": [{

"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>",
"Metadata": {
"CacheDuration": "01:00:00",
"WantAssertionsSigned": true,
"Organization": {
"Names": [

"Aras Corp"
1,
"DisplayNames": [
"Aras"
1,
"Urls": [
"https://www.aras.com"

1s

"Language": "en"
}y
"Contacts": [
{
"Type": "Support",
"Company": "Aras Corp",
"GivenName": "John",
"Surname": "Smith",
"PhoneNumbers": [

"978-806-9400"
i

"Emails": [

"infol@aras.com"

by
"IdentityProviderOptions": {
"EntityId": "http://idp.example.com"
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]
}
This configuration example specifies the following parameters:

e ServiceProviderOptions: The options for configuring the service provider.
e Metadata: The configuration of service provider metadata.

Note: All Metadata configuration properties are optional.

e CacheDuration: The time interval during which anyone should cache the metadata
presented by the service provider before trying to fetch a new copy (the default is one hour,
01:00:00).

e WantAssertionsSigned: The value (true or false) indicating whether the service provider
wants assertions provided by the identity provider signed (the default is true).

e Organization: The basic information about an organization responsible for a SAML entity.
e Names: One or more language-qualified names that may or may not be suitable for human
consumption (required if the Organization is configured; at least one item is required).

e DisplayNames: One or more language-qualified names suitable for human consumption
(required if the Organization is configured; at least one item is required).

e URLs: One or more language-qualified URLSs that specify a location to direct a user to
additional information. The language qualifier refers to the material's content at the specified
location (required if the Organization is configured; at least one item is required).

e Language: The language Tag in the xm1 : Lang XML attribute for all Names,
DisplayNames, and URLs (the default language is English, en language Tag).

Note: Examples of language Tags are ja (Japanese), de (German), and £r (French). The
Tags for Identifying Languages specification has more information at
https://tools.ietf.org/html/rfc5646.

e Contacts: The basic contact information for a person responsible for a SAML entity.
Type: The type of contact (the default is Unspecified). Other possible values are
Technical, Support, Administrative, Billing, and Other.

Company: The name of the company for the contact person.

GivenName: The first name of the contact person.

Surname: The surname of the contact person.

PhoneNumbers: Zero or more string elements specifying a telephone number for the
contact person.

e Emails: Zero or more string elements specifying the e-mail address of the contact person.

Note: All Contacts configuration properties are optional.

9.3.3.3 Loading Metadata to the Identity Provider

The service provider's metadata endpoint is inaccessible to the identity provider because it is
located on localhost. In this case, service provider metadata (configured in the Configuring
metadata options section) can be downloaded from the Metadata Endpoint URL, saved as an
XML file, and imported to the identity provider's side.

If the service provider's metadata endpoint URL is accessible from the identity provider's side, the
URL can be configured in an identity provider management system.

The base plugin configuration is completed after the service provider metadata is loaded in the
identity provider.
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9.3.4 Configuring Certificates

The service and identity providers can use certificates to make communication more secure.

9.3.4.1 Configuring Identity Provider Signing Certificates
The identity provider can use a certificate to sign its messages. The certificate can either be
loaded from a file or the Certificate Store.
The following is an example of configuring signing certificate loading from a file:
"IdentityProviderOptions": {

"MetadataSource": "MetadataOptions",
"Metadata": {
"SigningCertificate": {
"SourceType": "File",
"FilePath": ".\\secure files\\SigningCertificate.cer"

}
}
This configuration example specifies the following parameters:

e SourceType: The source type for certificate loading. It can be either File or
CertificateStore

o FilePath: The path to load the certificate from. The path is relative to the execution path of
the application.

The following is an example of configuring signing certificate loading from the Certificate Store:
"IdentityProviderOptions": {

"MetadataSource": "MetadataOptions",
"Metadata": {
"SigningCertificate": {
"SourceType": "CertificateStore",
"StoreLocation": "LocalMachine",
"StoreName": "My",
"FindType": "FindBySubjectDistinguishedName",
"FindValue": "CN=CertificateSubject",

"ValidOnly": true

}
}
This configuration example specifies the following parameters:

e SourceType: The source type for certificate loading can be either File or
CertificateStore (required if SigningCertificate is configured).

e StoreLocation: The location of the store to search for the certificate (required if
SourceType has CertificateStore value). There is no default value for the property.
Possible values from the
System.Security.Cryptography.X509Certificates.StoreLocation enumeration
are CurrentUser and LocalMachine.
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e StoreName: The name of the certificate store to search for the certificate (required if
SourceType has CertificateStore value). There is no default value for the property.
Possible values from the
System.Security.Cryptography.X509Certificates.StoreName enumeration are
AddressBook, AuthRoot, CertificateAuthority, Disallowed, My, Root
TrustedPeople,andTrustedPublisheL

Note: Itis recommended that the identity provider's certificate be kept in the "Other People"
store, which is specified by the AddressBook enumeration value.

e FindType: The value type from the findvalue property that will be used to find the
certificate (required if SourceType has CertificateStore value). There is no default
value for the property. The following values from the
System.Security.Cryptography.X509Certificates.X509FindType enumeration
are supported: FindByThumbprint, FindBySubjectName,
FindBySubjectDistinguishedName, FindByIssuerName,
FindByIssuerDistinguishedName, FindBySerialNumber, FindByTemplateName,
FindByApplicationPolicy, FindByCertificatePolicy, FindByExtension,
FindByKeyUsage, and FindBySubjectKeyIdentifier.

Note: For security, the FindBySerialNumber enumeration value is recommended.

e FindValue: The search term (string) to find the certificate (required if SourceType has
CertificateStore value). There is no default value for the property.

e ValidOnly: Value (true or false) indicating that the certificate that will be loaded must be
valid (the default is false).

Note: The certificate is validated on expiration, correct signature, trusted root certificate, and
other parameters from the base certificates chain policy. Refer to base policy errors:
https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/ns-wincrypt-
cert_chain é)olicv_status#members.

9.3.5 Additional Authentication Options Configuration
The SAML 2.0 authentication plugin allows configuring the authentication process by specifying
additional options (not related to metadata and certificates).
The following is an example of a SAML 2.0 plugin configuration:
{
"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"
"OutboundSigningAlgorithm": "Sha256",
"SigningBehavior": "IfIdpWantAuthnRequestsSigned",
"NameIdPolicy": {
"AllowCreate": true,

"Format": "Persistent"
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by
"RequestedAuthnContext": {

"ClassRef":
"urn:oasis:names:tc:SAML:2.0:ac:classes:Password",

"Comparison": "Minimum"
}

}y
"IdentityProviderOptions": {
"EntityId": "https://idp.example.com",

}H]
}
This configuration example specifies the following parameters:

e OutboundSigningAlgorithm: The signing algorithm for metadata and outbound messages
(the default is sha256). The algorithm is used for both service and identity providers. Other
possible values are sha514, Sha384 and Shal (case-insensitive; full algorithms signatures
are also supported).

e SigningBehavior — the signing behavior of generated authentication requests (the default is
IfIdpWantAuthnRequestsSigned, sigh authentication requests if the identity provider is
configured for it using its WantAuthnRequestsSigned property). Other possible values are:
Always (always sign all authentication requests) and Never (never sign any authentication
requests).

o NameldPolicy: Controls the generation of the NameIDPolicy element in authentication
requests to manage the name identifier returned in the subjects of assertions. The name
identifier can be used to map an external user to an Aras Innovator user.

e AllowCreate: A nullable value (true or false) indicates whether the identity provider is
allowed while fulfilling the request to create a new identifier to represent the principal (the
default is nul1, meaning that the attribute is not included in generated authentication
requests). When false, the requester constrains the identity provider to only issue an
assertion to it if an acceptable identifier for the principal has already been established.

e Format: The requested format of NameIDPolicy for generated authentication requests (the
default is Transient). Other possible values are: NotConfigured, Unspecified,
EmailAddress, X509SubjectName, WindowsDomainQualifiedName,
KerberosPrincipalName, EntityIdentifier, and Persistent.

Note: Setting this parameter does not guarantee returning the Name ID in a specified
format. Some identity providers may ignore the format of NameIdPolicy. If
Transient format is specified, it is not permitted to specify Al11owCreate
according to the SAML 2.0 specification.

e RequestedAuthnContext: Specifies the authentication context requirements of
authentication statements returned in response to a request or Query.
ClassRef: The URL reference identifying authentication context classes or declarations. It
can be a full URL or a single word if one of the predefined classes is used in the SAML 2.0
Authentication context specification.

Note: Refer to section 3.4 of the SAML 2.0 Authentication context specification for
predefined classes: http://docs.oasis-open.org/security/saml/v2.0/saml-authn-context-

2.0-0s.pdf.
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e Comparison: The comparison method used to evaluate the requested context classes or
statements (the default is Exact). Other possible values are Minimum, Maximum, and
Better.

9.3.6 Aras Innovator User Setup

A user Item with the required 1ogin name must exist in the Aras Innovator database with
logon_enabled set to true to use an authentication plugin with a mapper plugin. The user’s
login name must match the username received from the identity provider implemented in
SAML 2.0.

9.3.6.1 Log in as an Authenticated User

To log in as a SAML 2.0 authenticated user, a user must select the name of the configured SAML
2.0 identity provider from the Login with drop-down menu, which presents this Login screen:

aras_____
— INNOVATOR

Press the Continue button to be redirected to the identity provider’s login page.

9.3.6.2 Log in as a Standard User

To log in as a standard user, a user must select local authentication from the Login with drop-
down menu (the default display name is “Aras Innovator”), which presents this Login screen:

Database

Login with

aras_____
—INNOVATOR

Login

9.3.6.3 Switching Between Logon Types

For end-user convenience, the Aras Innovator login screen caches the login method (SAML 2.0
or Standard) using cookies. To return to the logon mode selection dialog, add the prompt query
parameter with a select account value to the application URL.

Another option is to clear Aras.OAuth.Preferences.AuthenticationType and
Aras.OAuth.Preferences.Database cookies.

9.4 Generic User Mapper

Aras Innovator has the flexibility to provide many options to administrators when controlling the
maintenance of user logins by providing multiple external authentication options. A User Mapper
must be created for each external authentication that maps an external user to an Aras Innovator
user. Each external authentication has its own user format, so it is important that the User Mapper
can handle any user format. The Generic User Mapper can flexibly configure mapping an external
user to an Aras Innovator user for multiple authentication types.
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The Generic User Mapper customizes the user mapping process during external login. This plugin
provides a flexible configuration that allows it to be used with any authentication type.

A Transformation mechanism can be used to make changes to the configuration. For more
information, refer to the Example: Setup of Aras Innovator SAML 2.0 Authentication with Azure as
Identity Provider section.

9.4.1 GenericUserMapper Plugin Configuration

The GenericUserMapper plugin can be configured for multiple authentication types. Each
authentication type mapping should be configured in a separate options object.

Below is an example of the GenericUserMapper plugin configuration for multiple authentication
types:
{

"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,
"Options": [
{
"AuthenticationType": "<AuthenticationTypel>",
"InnovatorUserNameFormat": "{<Claiml>}"

s

"AuthenticationType": "<AuthenticationType2>",

"InnovatorUserNameFormat": "{<Claim2>}"

}

Note: Ensure the Options is a JSON array with at least one object.

The plugin allows users to specify the following parameters for the options object:

e AuthenticationType: The name of the authentication scheme registered in the OAuth
server for which these mapping options should be applied (this value should correspond to
the AuthenticationType value of the authentication plugin).

e InnovatorUserNameFormat: A username format string that consists of fixed text intermixed
with named placeholders. A placeholder is a claim type that appears enclosed in braces. The
result is a string where the corresponding claim value replaces each placeholder. An example
of a username format string is:

"Prefix {<Claiml>} {<Claim2>} Postfix"

Note: The maximum length of Aras Innovator username is 32 characters, so be aware of
this when configuring InnovatorUserNameFormat.

e ClaimActions: Actions that should be performed on Claims before generating a username
based on InnovatorUserNameFormat.
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9.4.1.1 Claim Actions Configuration
Claim Action Configuration objects contain the following settings:

e ActionName: Name of action.
e ActionOptions: Action configuration.

The GenericUserMapper plugin supports the following types of actions:

e CreateFrom: Creates new claim from a value.
e Validate: Allows or denies claim values.

CreateFrom Action

The CreateFrom action allows users to get a value from one claim, edit it using a regular
expression, and save it in a new claim.

The CreateFrom action configuration contains the following options:

ClaimType: Type of new claim where a new value is set.
SourceClaimType: Type of claim where a value should be used.
ReplacePattern: The regular expression pattern to match.
Replacement: The string to replace the match.

PatternOptions: Options for matching.

Note: Supported PatternOptions values are described at https://docs.microsoft.com/en-
us/dotnet/api/system.text.reqularexpressions.regexoptions#fields.

The CreateFrom action uses the following algorithm:
1. Getthe value from SourceClaimType claim.

2. Apply the regular expression from ReplacePattern with matching options from
PatternOptions.

3. Replace the matched value with Replacement.
4. Save the new value in a new ClaimType claim.

The following is an example of configuring a CreateFrom action, which takes the value from
the claim
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress
replaces all text after at inclusive with an empty string, and saves the new value in claim
username:

{
"ActionName": "CreateFrom",
"ActionOptions": {
"ClaimType": "username",
"SourceClaimType":
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

4

"ReplacePattern": "@.+",
"Replacement": "",
"PatternOptions": [ "IgnoreCase", "Singleline" ]

Note: Only the full format of claim types is supported. To validate regular expressions with
different values, it is recommended to use regex tools which are available online.
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Validate Action

The Validate action enables users to verify a claim value by checking it against specified allow
and deny regular expression patterns.

The Validate action configuration contains the following options:

e ClaimType: The type of claim value to be used.
e AllowPattern: The regular expression pattern to match allowed values. This option might
not be presented if DenyPattern is set.

e DenyPattern: The regular expression pattern to match denied values. This option might not
be presented if AllowPattern is set.

e PatternOptions: The list of regular expression options used to find a match.

Note: Supported PatternOptions values are described at https://docs.microsoft.com/en-
us/dotnet/api/system.text.regularexpressions.regexoptions#fields.

The Validate action uses the following algorithm:
1. Getthe value from the ClaimType claim.

2. Apply a regular expression from AllowPattern with the matching option from
PatternOptions. If there is no match, an error is returned.

3. Apply a regular expression from DenyPattern with a matching option from
PatternOptions. If there is a match, an error is returned.

The following is an example of configuring a Validate action that allows all values and denies
a value if it is equal to any of the standard Aras Innovator administrators:

{
"ActionName": "Validate",

"ActionOptions": {

"ClaimType":
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name",

"AllowPattern": ".*",

"DenyPattern":

"fadmin$ | *root$ | vadmin$ | “authadmin$ | “"esadmin$",

"PatternOptions": [ "IgnoreCase", "Singleline" ]

}

Note: Only the full format for claim types is supported.

9.4.1.2 Generic User Mapper Execution

Claim actions are executed in the same order as defined in a configuration. After executing all
actions, the Generic User Mapper creates a username using the TnnovatorUserNameFormat
option.
An example follows:
{
"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,

"Options": [
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"AuthenticationType": "Saml2-AzureAD",
"InnovatorUserNameFormat": "{username}",
"ClaimActions": [
{
"ActionName": "CreateFrom",

"ActionOptions": {

"ClaimType": "username",
"SourceClaimType":
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
"ReplacePattern": "@.+",
"Replacement": "",
"PatternOptions": [ "IgnoreCase", "Singleline"
]
}
by
{
"ActionName": "Validate",

"ActionOptions": {
"ClaimType": "username",
"AllowPattern": ".+",

"DenyPattern":
"*admin$ | “root$|*vadmin$ | “authadmin$ | ~*esadmins$",

"PatternOptions": [ "IgnoreCase", "Singleline"

}
The following is an example of GenericUserMapper plugin configuration for SAML2
authentication:

{

"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",

"Enabled": true,

"Options": [
{
"AuthenticationType": "Saml2",
"InnovatorUserNameFormat": "{uid}",
"ClaimActions": [
{
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// Validate uid (default Innovator users are denied).
"ActionName": "Validate",

"ActionOptions": {

"ClaimType": "uid",
"AllowPattern": ".+",
"DenyPattern":
"radmin$ | “root$|*vadmin$ | “authadmin$ | “esadmins$",
"PatternOptions": [ "IgnoreCase", "Singleline" ]
}
}
]
}
]
}
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10 Packaging

Aras Innovator is a low-code platform, which means users can add very little code to achieve
outstanding results rapidly.

Users can also use configuration to express business rules, such as a LifeCycle Map.

When working directly with an instance of Aras Innovator, these changes are stored anonymously
within the system and can reference any other items already in the system and vice versa.

Making such changes directly in a business-critical system serving users is not a good practice. As
mentioned earlier, a central focus of DevOps is instilling the discipline of well-managed solution
configurations, including change management and implementation.

The following sections explain how to export these changes into named Packages, define explicit
dependencies, and commit the changes for proper configuration and version control.

This ensures that the Build System can replicate the swiftly accomplished interactive tasks,
introducing configuration and version control discipline to the low-code product.

10.1Summary of Modeling

The process of building a new application can be divided into two primary aspects:

e Data modeling (schema)
e Interaction (business rules, UX)

This is done on an existing system with standard products from Aras, Modules from 3rd Parties, or
earlier work by the user’'s company for various reasons.

The new applications must consider all the existing work when modularizing, packaging, and

building.
The diagrams below illustrate that the new application can be simple or ambitious.
IMPM| | MRE | | MmSA | | MSM | | M TechDoc |
MyPLM | | MyPLM l
L care | Aops RE/SA ... | [AppsRE/SA .|
~ Release ##
B -prpasos syt | | Pmoots | [ Pmpera |
Simpie properties only and independent Aoms.
| Base — properties shared by all |
Simple properties only and independent items.
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The diagram below summarizes the impact of anonymous items in an instance and the effect of
defining, exporting, and providing Packages to the Build System.

Understanding Packaging and Instance Specific Changes

| Packaged Items |
I Instance specific Items ‘
Package Definition 123 ‘ Package Definition 123
/I l\ ya A
7 7
A B A
he I\
Y I Export l Import );
C D \

123 » Import > Form
anw
Developing Instance Al

Aras Innovator - Builds from the Repo

On the left, the user has four items (A, B, C, and D). A and D represent new or modified items
properly packaged, exported, copied, and assigned to the change control system Git. B and C
represent Innovator instance-specific items not intended for use in the next Build and, therefore, are
not packaged.

The Build System then produces the instance on the right. It's important to observe that the Aras
Innovator instance on the right excludes items B and C, showcasing the capability to dictate what
DevOps huilds. This capacity to specify what DevOps creates is a foundational element of utilizing
DevOps.

10.2Review of Packaging Scenarios

10.2.1 Case 1

Case 1 represents a straightforward addition of properties to standard classes for which the user
must provide forms. Notice the specifications for the Delta Extraction Tool. By default, it is
false.

Packaging Scenarios — Case 1

When your project needs to add properties to existing standard production components.
e.g., Document and Part

+ Keep items in their original AML package,
this means, too, avoid moving items from Standard Aras Packages into custom packages

Package Definition PLM

( Avoid modifications of Core packages ]

Part Enable the Delta Extraction tool by setting
Use.Delta.Extraction.Tool parameter to true
[od properyT ] * in AutomatedProcedures\Default.Settings.include

overwrite

Adding properties and hence modifying core package could not be avoided or was more efficient
+ Enable the delta extraction tool
+ Make the change without moving items from the existing packages.

Builds from the Repo
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10.2.2 Case 2

Case 2 represents a situation in which the user needs a relationship between the new Item Types
and the existing Iltem Types. The user must now define relationships and specify dependencies.

Packaging Scenarios — Case 2

When your project needs to make references to existing standard production components by relating to the existing items.
e.g., Document and Part
= Keep items in their original AML package,
this means, too, avoid moving items from Aras P inta custom

= Avoid modifications of Core packages

B Package Definition . .
Package Definition PLM MyPLangn Define your new items.

Define your new relationships to existing items property pointers.

Define your forms. Do all this without altering the existing items.
Part _ . -
[ nen Update your imports.mf file appropriately to indicate your
| property2 dependencies.
Document

Builds from the Repo

10.2.3 Case 3

In case 3, if the user has effectively introduced a circular dependency, it will not be recognized in
the Aras Innovator instance utilized for development. Aras Innovator automatically resolves all the
dependencies since all Iltems are already present. If packaging and modularization are not
explicitly specified, the loading sequence can be misaligned and fail when using a Build System.
To avoid such failures, explicitly specify Packages and their dependencies.

Packaging Scenarios — Case 3

When your project needs to make existing items reference new properties or items in your project,
e.g., Document and Part =Keep lems in their oniginal AML package,
this means, too, avold moving ems from Standard Aras Packapes into cuslom packages
= Avoid modifications of Core packages

Package Definition Define your new base package (or commeon) items
MyPLM Define your new relationships to existing items property pointers.
Define your forms. Do all this wilhout allering the existing items.

Package Definition PLM

PRJ_Part
Paﬂ | Update your imports.mf file appropriately to indicate your
property! dependencies.
l:'l)’JEfl'.'z

(L o=y ]
é . Package Definition
' : MyPLMBase
PP P S|
proparty
propeny2 Builds from the Repo
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10.3Packaging Tools and Methods

The Aras Innovator architecture is designed to customize standard Aras Solutions/Apps and build
custom Solutions.

Solution Packaging is the mechanism that allows Solution Developers to register customizations in
Packages so they can be extracted and transported to other Aras Innovator installations, such as
from a development environment to a test environment.

The Items are organized into Packages. A Package element (identified by its GUID) cannot be

added to multiple Packages. To facilitate identification, folder names should be aligned with the
Packages they contain.

It is recommended to use packaging when creating items, lists, properties, etc., in an Aras

Innovator instance since the packaging is mandatory for use in CI/CD. Packages can be exported
and imported.

Contents e Q PackageDefiniti.. X
v Administration it PaCkageDeﬁnitions v v
> Access Control ‘ Simple v
v Configuration - Nate
> Graph Navigation ‘ v

§ = Client Presen...

com.aras, defaults filerepresentations

3 Commands

©COM.aras. INNOVAtor.access

L7 Dashboards A e
wn
g2 Database Up... com.aras.in
.
.

Derived Relat...

com.aras.in

B PackageDefi.

com.ar r.admin

® Query Definit...

com.aras.innovator.authenticationframew.

iz TOC Editor (7

com.aras.innovator.cmf

[ZE) Tree Grid Vie...

com.aras.ir

rator configurablewebservi

A newly installed Aras Innovator database contains Package Definitions of two types:

e Core Packages: These Packages define the basic structure of every Aras Innovator

database, regardless of what solutions are used. Core Packages are not meant to be
overwritten or customized.

e Solution Packages: These Packages define the elements that comprise the definition and
functional rules of different custom data models created in the project context.

To learn about Standard Solution Packaging Tools, refer to the Standard Solution Packaging Tools
Appendix.

The following section provides an illustration related to the topic discussed above.

10.4Create and Manage New Application

Customization in Aras Innovator can consist of modifying existing applications and creating new

ones to solve custom business needs. This section describes the main steps that will need to be
taken.

A new application normally results in a new AML Package with its own Package Definition. The
Package Definition contains all changes made to instances of Aras Innovator.
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The process of creating a new Package requires several steps:

1. Create a new Package.

2. Export the Package to the file system, locate the results properly in the Repository directories,
and update the manifest file to include not only the existing Packages but also the newly
added ones.

3. Assign the new and modified files to the Git Repository with Commit or Stage, including the
manifest file.

4. If a new Package is created, it is recommended to use Java naming conventions for Packages
(lowercase and dots indicating a hierarchy) and align folder names with the Packages they
contain.

Note: When a user updates any Repository sections, the new or modified files must be
staged or committed to become part of the next Build.

10.4.1 Creating a Package Definition

To set up a new application in Aras Innovator, the user must create a Package by creating a
Package Definition with its dependencies and then exporting the Package.

In this case, the manifest file for the import must be adapted and needs to be committed or
staged to the Version Control System.

v B LocalRepo
gt
l AgentService
. AmlDeploymentScripts
/ l AML-packages
. ApplicationCore
B oom
l Databaseldentifier
R
l PlmEffectivity
B samples
l SDETraining
B AutomatedProcedures
. AutomatedProceduresOutput

l ConversionServer

l Documentation
l Innovator

l Instances

. OAuthServer

The following steps outline the process of creating a Package Definition:
1. Login into the Aras Innovator instance.
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2. From the Table of Contents, expand Administration and Configuration, then select
PackageDefinitions.

~ Administration
> Access Control
v Configuration
> Graph Navigation

§= Client Presentation
I Commands
[1iJ Dashboards
£ Database Upgrades

22 Derived Relationship Fa..

| W PackageDefinitions Q

© Query Definitions

3. Click Create New PackageDefinition.

& W PackageDefinitions ¢

{% Create New PackageDefinition

Q, Search PackageDefinitions

’ 4 Quick Search

4. On the PackageDefinition Form, enter the name of the PackageDefinition. For example,
com.aras.training.sde.

W PackageDefiniti.. X

&' com.aras.training.sde

PackageDefinition

Name
[com aras training sdd |

PackageGroup PackageDependsOn
@ PackageGroups v Y7

(e Q| @ Hiden V|| @ B &>

I Name

5. Create a test Item and add it to the new Package.

10.4.2 Export Package and Update the Imports Manifest File

The Manifest file describes the list of Packages that will be imported during solution deployment
and the dependencies between them. A Custom Package must be included in the manifest file
when it is created and imported during project deployment.
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The following steps outline the process of exporting and updating the Imports Manifest File:
1. Export the new Package.

2. Open the resulting manifest file. Copy the Package Name from the import .mf file. For
example:

<package name="com.aras.training.sde" path="sde\Import" />

3. Open the manifest file from the Local Repository: C:\ {Working Directory}\AML-
packages.

4. Paste the code copied in step 2 inside the import .mf file in the Local Repository.
For example:
<imports>
<package name="com.aras.training.sde" path="sde\Import">
<dependson name="com.aras.innovator.solution.ApplicationCore" />
</package>
</imports>

5. For cleanup, delete the test item, the only item in the Package com.aras.training. sde.

10.4.3 Confirming Manifest Changes in Version Control System
Verify the modifications made to the manifest file before committing them to the Repository. This
process ensures the changes are accurate and aligned with the contributor’s intentions.

It typically involves checking the status of the Version Control System (VCS), reviewing the
modifications made to the manifest file using the Diff command specific to the VCS, and
committing the changes if they are satisfactory. The exact steps and commands may vary
depending on the VCS which is used.
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11Update Repository to Use Single Package

The latest release of Aras DevOps offers all essential Core Packages into a single NuGet Package.
This simplifies the process of creating repositories and ensures that the Core Packages work
seamlessly together.

The following steps outline the process of updating the Work Repository to use the Single
Packages:

1. On Azure DevOps, select Repos.

0 Azure DevOps ArasSDETraining

ArasSDETraining-PLM-... T+

ﬂ Overview
% Boards
Repos

&) Files

-0

Commits

Pushes

Branches

Q @ [o

Tags
23 Pull requests

2. Click Clone to clone the Repository that needs to be updated. The Clone Repository dialog box
appears with the Repository's clone URL.

Clone Repository X

Command line

mSSHI /4 4 s ” o Ir__vJC

Generate Git Credentials

IDE

Tl Clonein VS Code v

3. Copy the clone URL (HTTPS or SSH). An example URL:
https://dev.azure.com/{organization}/{project}/qit/{repository}. Use any Version Control Tools
required to clone the Repository.

4. Find the option to clone or create a new Repository in the Version Control Tool's interface.
5. Paste the clone URL copied from the Azure DevOps project.
Browse to the destination directory to clone the Repository.

Optional: Depending on the tool used, additional configuration options are available during the
cloning process. This could include selecting Branches, specifying authentication credentials, or
choosing the desired clone depth.

6. Click Clone within the Version Control Tool.
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7. Open Windows PowerShell as Administrator.
8. Run ./repo-init.ps1 command for initializing the Repository with Initial Packages.

9. To identify the source name of the Package that points to the NuGet feed containing the Single
Package, run the Get-PackageSource command.

PS C:\Projects\NewRepo\Work\Work.ruchira.walavalkar\Work> Get-PackageSource
ProviderName IsTrusted Location

NuGet https://api.nuget.org/v3/index.json
azure.artifacts.aras.com NuGet https://pkgs.dev.azure.com/ArasSDET
PSGallery PowerShellGet https://www.powershellgallery.com/a
azure.artifacts.aras.com PowerShellGet True https://pkgs.dev.azure.com/ArasSDET

For the correct update, a list of Single Package Dependencies is required. The list will be
compared to the individual Packages specified in the
AutomatedProcedures/tools/packages config file.

10. Remove-Module -Name “Aras.Devops” -Force
11. Install-Module -Name “Aras.Devops” -RequiredVersion <new version>
12. Import-Module -Name “Aras.Devops” -RequiredVersion <new version>

13. To get dependencies of the NuGet Package, run Find-Package -Name
"Aras.Saas.DevOpsFramework.Msi" -RequiredVersion
"<single package version>" -Source <package source name> -
IncludeDependencies | Select Name

PS C:\> Find-Package

azure.artifacts.aras.com ~
| Select Name

.Saas.DevOpsFramework.Msi
.DeltaExtraction.CommandLine
.Deployment.Tool

.Update.cmd

.ConsoleUpgrade
.LanguageTool

.Crt.Core

.Contrib.Portable

Experimental.IO

.Extensions.FileSyst...

.Web.Xdt

.Shim

.Powershell.5.Refere...
Aras.Crt.SeleniumTests
Aras.Crt.IntegrationTests
Aras.Crt.AzurePipeline

14. Navigate to the Local Repository and select the AutomatedProcedures file.
15. Click Tools and open packages.config file.

16. Locate the dependencies identified in step 10 and remove them from the packages.config
file.

The following screenshot presents an example of the packages.config file with all Single
Package Dependencies:

<?xml version="1.0" encoding="utf-8"2>
<packages>
<package id="Aras.IOM" version="14.0.15.38102" />
<package id="Aras.Crt.InnovatorConfigs" version="14.0.15.38102" />

<package id="Aras.DeltaExtraction.CommandLine" version="1.0.0.20" /3]
<package id="Aras.Deployment.Tool" version="1.2.0.221" />
<package id="Aras.Update.Cmd" version="1.22.1328" /> Single
<package id="Aras.ConsoleUpgrade" version="14.0.17.38577" /> Package
<package id="Aras.LanguageTool" version="14.0.17.38577" /> Dependencies
<package id="Aras.Crt.Core" vers 1.2.0.13732" />
<package id="Aras.Nant.Shim" version="1.2.0.13732" />
</packages>
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The following screenshot demonstrates the example of the packages.config file after the
dependencies are removed:

<?xml version="1.0" encoding="utf-8"2>
<packages>
<package id="Aras.IOM" version="14.0.15.38102" />
<package id="Aras.Crt.InnovatorConfigs" version="14.0.15.38102" />
\<package id="Aras.Saas.DevOpsFramework.Msi" version="1.2.0.13823" />|
</packages>

17. To restore the new Packages list with dependencies from NuGet, open Windows PowerShell as
Administration and run the following command: Restore-ArasDevopsPackages -
WorkRepository "<path to work repository>”

Add the Work Repository path as a parameter. Ensure that the command is executed
successfully and no errors appear in the console.

Note: The init.psl, update.psl and cleanup.psl scripts are executed (if present) only
for Packages with names starting with Aras*.

18. Verify any changes to NuGet Packages by checking the output of Restore-
ArasDevopsPackages -WorkRepository "<path to work repository>command on
Window PowerShell console.

This display indicates which Packages have been added, updated, or deleted in the Work
Repository:

NuGet packages added to the work repository as a result of 'Restore-ArasDevopsPackages' call:

Name Version
Aras.Crt.AzurePipeline
Aras.Crt.IntegrationTests
Aras.Crt.SeleniumTests
Aras.Saas.DevOpsFramework.Msi

NuGet packages updated in the work repository as a result of 'Restore-ArasDevopsPackages' call:

Name NewVersion OldVersion
Aras.Crt.Core
Aras.Nant.Shim

19. Commit the changes using the required Version Control System.
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12 Update Repository to New BDS Version

The following steps outline the process of updating the Work Repository to use the new version of
DevOps package:

1. Local Development Environment initialization

2. Determine the version of Aras DevOps to install

3. Update version of the Aras DevOps PowerShell module

4. Update version of Aras DevOps package in packages.config

12.1 Local Development Environment initialization

1. Clone the repository and check out the branch (See 3.2.3.2 Cloning Repo to Local Working
Directory)

2. Open Windows PowerShell as Administrator.

3. Run ./repo-init.ps1 command for initializing the Repository with initial Packages.

12.2 Determine the version of Aras DevOps to install

1. To identify the source name of the DevOps package that points to the NuGet feed containing the
DevOps package, run the Get-PackageSource command.

PS C:\Projects\NewRepo\Work\work.ruchira.walavalkar\Work> Get-PackageSource

Name ProvidernName IsTrusted Location

nuget.org NuGet e https://api.nuget.org/v3/index. json
azure.artifacts.aras.com NuGet https://pkgs.dev.azure.com/ArasSDET
PSGallery PowershellGet False https://www.powershellgallery.com/ayg
azure.artifacts.aras.com PowersShellGet True https://pkgs.dev.azure.com/ArasSDET

2. Run of the following commands to find last released version of DevOps package:

Find-Package -Source azure.artifacts.aras.com -Name "{package_name}" -ProviderName Nuget -
MinimumVersion 1 -MaximumVersion 9999

where "{package_name}" can be Aras.Saas.DevOpsFramework.Msi or
Aras.Saas.DevOpsFramework.Aicd or Aras.DevOpsFramework.SaaS3 based on current name of
the package used in AutomatedProcedures\Tools\packages.config

As a result, command will return the latest version:
PSS C:\U ignatyuk> Find-Pac azure.artifacts.aras.com
Nuget 1

WETS f Source Summary

contains referen
e contains referen

Note down received version and use it during update instead of "{new version}".
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12.3 Update version of the Aras DevOps PowerShell module
1. Remove the current installed Aras DevOps Module: Run the following command to remove old
module in the Windows PowerShell :
Remove-Module -Name “Aras.Devops” -Force

2. Install new version of Aras DevOps Module: It is very important to use the relevant version of
Aras DevOps module as there might be changes inside commands that can be critical for update, so
run the following command to install new module in the Windows PowerShell:

Install-Module -Name “Aras.Devops” -RequiredVersion "{new version}"

where "{new version}" is version received during Determine the version of Aras DevOps to
install step of this chapter.

3. Import new version of Aras DevOps Module: Run the following command to import new module
in the Windows PowerShell:

Import-Module -Name “Aras.Devops” -RequiredVersion "{new version}"

where "{new version}" is version received during Determine the version of Aras DevOps to
install step of this chapter.

12.4 Update version of Aras DevOps package in packages.config

1. Navigate to the Local Repository and select the AutomatedProcedures folder.
2. Go to Tools folder and open packages.config file.

3. Replace old version of package with new version received during Determine the version of Aras
DevOps to install step of this chapter:

Guide the following screenshot that demonstrates the example of the packages.config file before
switch to new version:

<?xml version="1.0" encoding="utf-8"?>
<packages>
<package 1id="Aras.IOM" version="14.30.0.43161" />
<package id="Aras.Crt.InnovatorConfigs" version="14.30.0.43161" />
<package 1d="Aras.DevOpsFramework.Saas2" version="1.8.1.27256" />
</packages>

Guide the following screenshot that demonstrates the example of the packages.config file after
switch to new version:

<?xml version="1.@" encoding="utf-8"?>
<packages>
<package id="Aras.IOM" version="14.36.0.43161" />
<package id="Aras.Crt.InnovatorConfigs" version="14.30.0.43161" />
<package id="Aras.DevOpsFramework.Saas2" version="1.9.0.28251" />
</packages>

4. To restore the new Aras DevOps Package with dependencies from NuGet, open Windows
PowerShell as Administration and run the following command:

Restore-ArasDevopsPackages - WorkRepository "{Work Repository path}”
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Add the Work Repository path as a parameter. Ensure that the command is executed successfully
and no errors appear in the console.

Note: The init.ps1, update.psl and cleanup.psl scripts are executed (if present) only for
Packages with names starting with Aras*.

Note: You can verify any changes to NuGet Packages by checking the output on Window
PowerShell console, that will indicate which Packages have been added, updated, or
deleted in the Work Repository:

NuGet packages added to the work repository as a result of 'Restore-ArasDevopsPackages' call:
Name Version

Aras.Crt.AzurePipeline

Aras.Crt.IntegrationTests
Aras.Crt.SeleniumTests
Aras.Saas.DevOpsFramework.Msi

NuGet packages updated in the work repository as a result of 'Restore-ArasDevopsPackages' call:

Name NewVersion OldVersion

Aras.Crt.Core
Aras.Nant.Shim

5. Commit the changes using the required Version Control System

13 Change Management and Implementation

Aras enforces a strict Solution Configuration Management discipline. The solution includes:

e Standard Aras Innovator Platform: The release is created regularly by Aras Engineering and
tracked with versioning (such as Aras Innovator Release 32; refer to the support matrix in the
Subscriber Portal).

e Standard Aras Innovator Applications: Users can include them with the base Aras Innovator
platform.

e Configuration and Customizations: Specified by the customer and implemented by the
customer and or customer’s agents such as Aras Solution Delivery Services and 3rd Party
Systems Integrators. These include:

Workflow configurations

Reports

Configurations such as adding new properties to Iltems

Forms

Integrations to various other systems

o Enhancements (customizations for specific purposes)

The project manages all the above to ensure comprehensive Solution Configuration Management.
Aras Cloud policy requires a project to provide the following approvals to get a specific solution
configuration into production or modify the solution:

e Staging Environment: The Staging Environment allows users to complete final preparations
and checks on a thoroughly tested deployment before it goes into production. It closely mirrors

the production environment and is the last phase before deployment. The project team initiates
requests for provisioning and de-provisioning staging environments for production.

o O O O O
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e System Qualification Approval: The system satisfies requirements as tested in the SIT
environment.

e Functional Qualification Approval: The system configuration has been completed and is
acceptable to the user community as tested in the UAT environment.

e Data Qualification Approval: The system contains the required initial data.

e Production Qualification Approval: This is approval to go live and an invitation to the user
community to use the system. Testing for this approval is conducted in the preproduction
environment. Solution configuration management pertains to the initial implementation and
subsequent improvements, bug fixes, and any modifications that change the system’s
configuration.

13.1Production Countdown Sequence

Aras understands that the need for flexibility during development will interfere with the project's
chosen practices.

However, during the countdown sequence to production deployment, Aras requires a protocol to
ensure a smooth transition and secure the necessary approvals.
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As part of the production deployment sequence, Aras mandates that the project team integrate their
release candidate from the Development Branch into the “sit” Branch before deploying it in the SIT

environment.

During deployment, the project team can deploy from any Work (Team) Repository Branch to the

SIT environment to support ongoing testing.

Baseline - N
OOTB Platform

-
-

) (78
= UL

Development

Baseline — N+1
OOTB Platform

J

During the countdown sequence, the change implementation policy requires the project team to
deploy to the SIT environment only from the “sit” Branch. The practice of deploying to SIT only
from the "sit" Branch during the countdown sequence helps ensure alignment. The customer is
required to identify the Build for which they approve for System Qualification.

Production Deployment Countdown

Baseline - N

SIT During
Development process

Baseline (N+1)

1)

B2 )=

GCS
Request

STG Env.

Release Canmdate‘

i Production
i Deployment
i Countdown

(e sl

PP Env

PRD Env. ]

During development, teams merge commits out into their branches to keep up with other work.
They can deploy directly into SIT to allow their end-users to test and obtain approvals.

During the production deployment countdown
/ﬁ aras” they make sure their work is merged into development branch and subsequently into sit branch.
—~ GCS will deploy to SIT from the SIT branch during this period for assurance and alignment of approv

UAT Env. ]
[ Production Qualification Approval |
[ Data Qualification Approval |
Functional Qualification Approval

System Qualification Approval
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Aras mandates that the project team obtains a System Qualification Approval (SQA) from the client
to conclude SIT testing. This approval signifies that the client is content with the entire solution. All
necessary integrations, SSO connections, CAD, and Office connectors have been established as
needed.

Note that the project team may have identified a release candidate, deployed it to SIT, collected
feedback, and performed remediation to obtain SQA. Aras does not dictate the number of cycles;
the customer just provides SQA before deployment to UAT.

Once the SQA is obtained, the project team immediately asks Aras to initiate the suitable Build
deployment in the UAT environment. The project team should prepare and deploy to the UAT
environment from the "uat" Branch. In collaboration with the client, the project team facilitates a
system review by the end-users, leading towards the Function Qualification Approval (FQA). The
client must provide FQA before Production Qualification Approval (PQA).

In projects involving data migration, the project team must secure Data Qualification Approval
(DQA). To obtain DQA, the project team must request production environment provisioning and
necessary endpoints to run the data import. Once the project team has imported the data, the team
must ask the customer to review the data and approve data quality.

The project team must request the UAT, staging, and production environments with the customers'
approval. The staging environment is used for importing data from other systems and as pre-
production to perform final testing to secure PQA.
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14Branding Customization

Branding customizations enable contributors to use their own logos and banners for Aras Innovator.

14.1Splash Screen

The following steps outline the process to change the Aras Innovator splash screen:

1. Select a background Image and obtain the customer’s logo to be applied to the splash screen.

Note: Contributors need a tool to manipulate SVG images. Use any required tool.

2. Inthe following directory, add the Background image and Customer logo obtained from step 1:
C:\{working directory}\Instances\dev\OAuthServer\wwwroot\images

v & B dev | OAuthServer > wwwroot

B dev

customerlogo.svg

3. From C:\{working directory}\TransformationsOfConfigFiles\ directory, modify
the OAuthServer.config file. Notice the location of the file to edit. It is important to do this in
the Transforms folder, as shown in the screenshot below:

<add key="|,0gQU ="${/ NNOVA NSTALLATIONPA \thServer/ywreetimages/customert.ego.sva’ xdblransiomm="Replace™></add>

<add key="Bagkaroundimagel ="$(A A NSTALLATIONPATH}/images/custome kg «dt Jansiomm="Replace"></add>

Note: Itis best to use the OAuth installation path, ADT OAUTH INSTALLATIONPATH,
directly as it may be installed differently.

4. Stage the changes before running the Build scripts.
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5. Run the ./BuildAndDeploy.ps1 script to rebuild Aras Innovator.
6. Notice the changes to the login screen.

aras
NNOV

ATOR

14.2Change Banner
The following steps outline the process of updating the banner logo:

1. Navigate to the existing image.
2. Login into the Aras Innovator instance.

3. From the Table of Contents, expand Administration and Configuration, then select Client
Presentation.

Contents |

~ Administration
> Access Control
~ Configuration

> Graph Navigation

§— Client Presentation

3 Commands

[1J Dashboards

{} Database Upgrades

4. From Client Presentation Table of Contents, click Search Client Presentation.

< §= Client Presentation ¢

(:} Create New Client Presentation

Q, Search Client Presentation I
4 [uick Search

5. On Client Presentation Form, click the Search button then click the Global link.

i~ Client Presentation v 7

| Search Simple Default

= Cliem Presentation . | Additional Da...
v v] |

Javascript
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6. In Command Bar Section Tab, select the row with the Main Window Header label.

= Global ¢ =
Pl <

Command Bar Section  cui_PresentCi

Command
= CommandBarSection v
Q |€@||Hdden v || (v Hv -
= | Classification Name ‘ Builder Meth.. | Label Description Additional Da..  Location [...] sort_arder For identity [...] | For Classifica_

Data Model com aras inno extendecharaupVienerToolbar { butto Warl
Method OM 18 o Mt Wl
Method COMAansinno..  CuiMiniin World
Method comarasinno..  QuiMalniving warl
Data Model COM Aras. inno W
ata Model COMATas. inng nbext Menu Delfault

Data Model COM.3ras.inno.. Main Window Header 6912

Data Model com aras Inno Effecthity Ex on Item Grig 7. effs_expressl. 691 wiarl
Data Model COMATSING Maitvindow. 70 w
Method comans.inno... cul defaut o 100 168 wod
Data Model femden.tam, ttem Visw Default Command Bar 729 warld

7. Select com.aras.innovator.cui_default.mwh_header_logo.
Q Client Presenta., X EJ Global X §8 comarasinov. X (8] comarasinnov. X Q Client Presenta.., X

Aras DevOps 1.10

¥ com.aras.innovator.cui_default.mwh_header 17 |2

3 w2
Pa: 3 & ¢ e @ v || |ene
Classimcation
Data Modsi
Label
Hiain Wincow Hasder
Description
~
Command Bar ltem Command Bar Section Dependency
%' CommandBaritem + 77
Q |€@ |Hdden || @ M- &~
|
= § femType ‘Name Additional . 1 | Init Method [..]  Sort Order Action Alternate [..] For identity [...] | For Classifica...
Button oM 818 i ot cudetault mt_hesder_navigat ChCKEventT 16 adit w
Button com.aras.innovator.cul defauftah header logo {"type”. “imag I 2 #dd i
Buston oneator. cul_defauit mih_header_corpora 64 b i
Button maras.innovotorcul defoult mwtheader_spitscre..  { vight* e} cndefaglim. 86 Ad Wi
Button r.cul_defaultmvwh_header_notificatl..  { nght™ true, 28 Add vic

Page: 10f 1 5 Results.

Notice the existing image. The height is significant for adjusting the customer’s logo to fit while
maintaining conformity with the customer’s branding guidelines.

[=] com.aras.innovator.cui_default. mwh_header_logo 7 [=
o) e B

~  Button

Additional Data

{"type": "image", "cssClass" "aras-header__logo", “attributes": { “aria-
hidden™: true } }

Vi
Init Method Include Events
(=} Select ltem in TOC A
Select Item in Grid
Click Method Update TearOff Window State
=} Update Preferences

Image
electan Image.

Additional Image
ETeCt an Imag)y

arQINNOVATOR
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9. On the local machine, add the required Customer Logo in the following directory:
C:\{working directory}\Instances\dev\OAuthServer\wwwroot\images
The image should be in SVG format.

10. Navigate to the following folder: C:\{Working Directory}\AML-
packages\com\aras\innovator\cui default\CommandBarButton

11. Openthe com.aras.innovator.cui default.mwh header logo file.
12. Inthe com.aras.innovator.cui default.mwh header logo file, do the following:

e Change the action attribute from add to edit.
e Add the CustomerLogo.svg in the image Tag. Ensure that the path is correct.

="CommandBarButton" id="83E579F86F084B508927F070D099091E" Jact
2l data>{ "type": "imaga", "cssClass": "aras-header__logo',
/images/CustomerLogo.svg</image >

: { "aria-hidden": true } }</additional_data>

13. Run the ./BuildAndDeploy.ps1 script to rebuild the Aras Innovator instance. The Banner will
now be the new image.
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Appendix |: Local Development Environment Setup

For a contributor to make changes and test them locally, the environment must support the various
deployment elements, such as a development database server.

This section outlines the essential requirements for setting up a local development environment to
make changes. It covers the necessary software, tools, and configurations to create a productive and
efficient development environment. By following the points below, users can ensure that their local
development setup meets the prerequisites for seamless software development and testing.

The preparation of this environment is primarily automated. However, the following tools must be
present before running the scripts:

e Windows PowerShell: The minimum required version is 5.1, but the latest version should be
used.

e Chocolatey: https://chocolatey.org/install (version 0.11.0)

e choco install gitextensions: https://community.chocolatey.org/packages/gitextensions

Installing Windows Powershell

If Windows PowerShell is not already installed on the system, set up the most recent version.

To install, visit https://learn.microsoft.com/en-us/powershell/scripting/install/installing-powershell-on-
windows?view=powershell-7.3.

Installing Chocolatey using Windows PowerShell
The following steps outline the process to install the Chocolatey tool using Windows PowerShell:
1. Open Windows PowerShell and run as Administrator.

Windows PowerShell >
App -

WinSCP

App

Windows PowerShell
.ZH:
Apps

@ Windows Security ! Open
«f Windows Fax and Scan Run as Administrator

Settings & Run ISE as Administrator

@ Windows Security Windows PowerShell ISE

With PowerShell, please ensure that Get-ExecutionPolicy is not Restricted. Using Bypass is
recommended to bypass the policy to get things installed, or AllSigned for more security.

Run Get-ExecutionPolicy. If it returns Restricted, then run Set-ExecutionPolicy AllSigned
or Set-ExecutionPolicy Bypass -Scope Process.
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2. Copy the following command and paste into PowerShell:

Set-ExecutionPolicy Bypass -Scope Process -Force;
[System.Net.ServicePointManager]::SecurityProtocol =

[System.Net.ServicePointManager]::SecurityProtocol -bor 3072; iex
( (New-Object

System.Net.WebClient) .DownloadString ('https://community.chocolatey.org
/install.psl'))

&
Copyright (C) Microsoft Corporation. All rights reserved.
Try the new cross-platform PowerShell https://aka.ms/pscoreé
windows\system32> Set-ExecutionPolicy Bypa Process

PointMar ::SecurityProtocol [Sys t. Ser intMar ]::SecuritypP
3072 x ((New-Object System.Net bClient).DownloadString(

rotocol

3. Wait a few seconds for the command to complete.
4. For more information, please visit https://chocolatey.org/install.

Installing Git

The recommended minimum Git version is 2.23.0, but use the latest version of Git. Install Git using
either of the two methods below:

1. Install Git from the official site, https://qgit-scm.com/downloads.

2. Using Chocolatey Package Manager. In PowerShell, type the following command:
choco upgrade -y git

ys

llation steps.

nstallation

e completed. Performin

package file de completed.

tallatior

amData\ch
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Installing Azure CLI

To install Azure CLI, visit https://learn.microsoft.com/en-us/cli/azure/install-azure-cli.

To install the Azure DevOps extension for Azure CLI, visit https://learn.microsoft.com/en-
us/azure/devops/cli/?view=azure-devops.

Required Specifications
The following specifications are required for Local Development Environments (LDE):

e MSSQL Server 2019 or 2022
The contained database authentication option must be enabled as shown:
sp_configure 'contained database authentication', 1;
GO
RECONFIGURE;
GO

e SSMS SQL Server Management Studio 2019 or 2022

The contained database authentication option can also be enabled in SSMS SQL Server
Management Studio.

e MSIIS Server

o File difffmerge tool (e.g., Kdiff3)

o Git2.23 or later (use the latest version).

e Git Extensions

e Visual Studio Community (Professional) Edition or above 2019 and 2022
e Visual Studio Code 1.77 or later
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Appendix II: Standard Solution Packaging Tools

The Package Import Export Utilities are provided with every Aras Innovator release.

Export.exe

This tool is part of the Package Import Export Utilities. The Export Tool allows users to select
Package Elements to export to the file system as XML. These Package Elements can be
exported individually, as part of a Package Group, or as part of a Package Definition.

Import.exe

This tool is part of the Package Import Export Utilities. The Import Tool allows users to select
predefined manifest files and import the corresponding Package AMLSs into a database. In a CI/CD
environment, users do not have to do any imports manually. These will be automated steps
triggered by the relevant CI/CD automation.

Consoleupgrade.exe

This tool is part of the Package Import Export Utilities. The Console Upgrade Tool is a
command-line version of both the Export Tool and Import Tool described above. The command-
line parameters can be found by typing /? as the command-line parameter. In a CI/CD process,
this Tool is part of the deployment automation and does not have to be used manually.
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Appendix Ill: Adding Applications to a Project

When a project starts, it may wish to use several applications and potentially language Packages.

This section explains how to add an application to the Project Repository. For reference, the
following steps provide instructions for installing a Simulation Management (SM) application. The
steps might differ depending on the user's application to integrate with Aras Innovator.

The following steps outline the process of adding an SM application:

1. Determine the required version for application installation by comparing the current version of
the Aras Innovator with the specified name of the Application to be installed in the Aras Support
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2. Download the Simulation Management CD image from the Aras FTP site and unzip the file on
the local computer.

3. Copy the Aras Innovator folder to the Repository overwriting the existing \ Innovator folder
and all its contents.

4. Copy the content from the Import folder and paste it into AMI. Packages folder.

5. Update the Import Manifest file. The following line is present in the Import .mf file:

<package name="com.aras.innovator.solution.SM" path="SM\Import" />

<?xml version="1.0" encoding="utf-8"2>
[H<imports>
|kpackage name='"com.aras.innovator.solution.SM" path="SM\Import" />
</imports>

Commit the changes with an appropriate message.
Run the \BuildAndDeploy.ps1 script to ensure that updates build successfully.
After successful execution of the .\BuildAndDeploy.ps1 script, commit and push the changes.

Once changes are pushed, create a Pull request (PR) and merge them. For instructions on
creating a PR, refer to the Creating a Pull Request section.

10. The Continuous Integration Pipeline will execute successfully after the merge.

11. Create a Tag on the latest Commit to generate a new Baseline. For instructions, refer to the
Generating New Baseline section.

© x© N o
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Appendix IV: Using a Shared Repository and
Merging Conflicts

Use Shared Repository

Multiple developers use a Central (also called Remote) Repository, allowing each authorized
developer to push and fetch changes from a single source. Although each developer maintains a
local copy of the Repository on their machine, the Remote Repository collects the changes from
everyone on the team. Each developer is responsible for updating or fetching changes from the
Remote Repository regularly.

> oo B S
/ N\
( CentralRepo |
N ~ b e
(]
, N O
" DeviSandbox | DevaSandbox
\ |
git : .git
Working Tree | Working Tree
3 3
Developer 1 Developer 2

Connect to Shared Repository

Adding a Remote Reference allows developers to establish a connection between their Local
Repository and a Remote Repository. It enables developers to push their changes to the Remote
Repository, fetch updates made by others, and synchronize their work with the rest of the team.

Push Changes to Shared Repository

Pushing changes to a Remote Repository allows the developer to send the local Commits and
updates to the Remote Repository, making them accessible to others working on the project.

Fetch Changes from Shared Repository

Fetching changes from the Shared Repository ensures that the developers have the most recent
code updates, allowing them to incorporate the changes into the Local Branch and maintain a
synchronized codebase.

Managing File Conflicts

A merge conflict occurs when two or more developers make conflicting changes to the same part of
a file. For example, if Developer 1 modifies a function while Developer 2 modifies the same
function, the Version Control System may be unable to determine which changes should take
precedence automatically.
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Resolving Merged Conflicts

When working with Git, conflicts can be encountered when merging two Branches. This occurs
when Git cannot automatically merge changes made to the same lines of code in both Branches.

The following steps outline the process to resolve merge conflicts:

1. Open the file(s) that have conflicts.
2. Look for the conflict markers in the file(s), which looks like below screenshot:

css

<<<<L<< HEAD

code from the current branch

code from the branch being merged

>>>>>>> branch-name

Edit the code to reflect the changes to be kept.
Remove the conflict markers from the file(s).
Save the changes to the file(s).

Add the modified file(s) to the staging area.
Commit the changes.

Push the changes to the Remote Repository.

If using a Merge tool like VS Code or SourceTree, it should have a graphical interface to help
resolve conflicts more easily. Launch the tool and follow its instructions to resolve conflicts.

It's important to note that resolving merge conflicts can be a complex and time-consuming
process, especially if there are many conflicts to resolve. It's always a good idea to carefully
review and test changes after resolving conflicts to ensure they work as intended.

© N g rw

Sharing Changes with the Remote Repository

Once the changes are made to the Local Repository and any Merge conflicts resolved, developers
need to share those changes with the Remote Repository. Here are a few Developer
responsibilities:

e Commit Changes: Itis essential to commit changes locally. Make frequent well-documented
Commits.

e Fetch the Latest Changes: Fetching the latest changes from the Remote Repository is good
practice. This ensures that users have the most up-to-date version of the codebase and
reduces the chances of conflicts.

¢ Rebase: Use Rebase to update Local Repository with Remote Repository changes.
e Push Changes: Push Local Repository changes to the Remote Repository frequently.

o Verify Changes: After pushing the changes, it is essential to verify that they have been
successfully shared with the Remote Repository.

Using Stash

Stash allows developers to store the modifications, including both staged and un-staged changes,
in a safe place to switch to a clean working directory without losing their work. It provides temporary
storage for their changes, enabling them to seamlessly move between tasks or Branches. Stashing
is particularly useful when developers are not yet ready to commit their changes or when they want
to work on a different task without the interference of their current modifications.
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The following points will explain the process of using stash effectively:

e Stashing Changes: A common use case for stashing changes is when users make changes
to the working directory that are not yet committed but need to fetch changes from another
developer in the Remote Repository.

e Viewing the Stash: Users can view the contents of the stash at any time by using the git
stash list command. Users can also view the stash graphically by reviewing the Revision Graph
diagram.

o Applying the Stash Changes: When ready, users can restore the stash into the current
staged snapshot and then commit the changes including the stashed changes.
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Appendix V: Transformations

This section illustrates the transformation to add converters available to the project team. The
platform includes the template shown below. The project team must complete the required changes
idempotently.

The following template is provided:
<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<!-- Common converter service configuration -->

<section name="ConversionServer"
type="Aras.ConversionFramework.ConversionServer.Configuration.ConversionSe
rverConfigurationSection, Conversion.Base" />

<sectionGroup name="ConverterSettings">

<!-- Place here class configuration section definitions for
converters —-->

<section name="ArasCadConverter"
type="Aras.ConversionFramework.Converter.Hoops.Configuration.HoopsConverte
rConfiguration"/>

</sectionGroup>
</configSections>
<ConversionServer>
<InnovatorServer url="" />
<Converters>

<Converter name="Aras CAD to PDF Converter"
type="Aras.ConversionFramework.Converter.Hoops.HoopsConverter, ArasCadConve
rter"/>

</Converters>

</ConversionServer>

<ConverterSettings>
<!-- Place here configuration sections for converters -->
<ArasCadConverter>

<Application
converterPath="${Path.To.Hoops.Converter.Dir}\bin\hoops converter.exe"/>

<Command arguments="--input pdf template file
'${Path.To.Hoops.Converter.Dir}\templates\Blank Template L.pdf' --
output pdf '$filepath%\%filename$%.pdf' --output png
'$filepath%\%filename%.png' --output png resolution '150x150' --output hwf
'$filepath%\%filename%.hwf' --output prc '$filepath%\%$filename%.prc' --
camera default --output logfile '$filepath%\%filename%'"/>

</ArasCadConverter>

</ConverterSettings> </configuration>

©2025 Aras Corporation All Copyrights Reserved. 134

/&aras



to the project's requirements and entitlements.
Below is an illustration of the desired state.

<?xml version="1.0"?>

The project team must provide information in the transformation file to activate conversion according

<configuration xmlns:xdt="http://schemas.microsoft.com/XML-Document- Transform™>
<I-- Sections -->

Aras DevOps 1.10

<configSections xdt:Transform="Replace” xdt:Locator="XPath(/configuration/configSections)">
<1-- Common converter service configuration
<section name:

>

“Conversionserver” type="Aras.conversionFramework.Conversionserver .Configuration.Conversionserverconfigurationsection, Conversion.Base” />

<sectionGroup name="Convertersettings”>
<section name="ArasCadConverter” type="Aras.Conversionframework.Converter.Hoops.Configuration.HoopsConverterConfiguration, ArasCadConverter” />

<section name="ArasCadConverterPrc” type="Aras.Conversionframework.Converter.Hoops.configuration.HoopsConverterconfiguration, Arascadconverter” />

<section name-"pdfpublishingConverter” type-"Aras.publishing.configuration.pdfconverterconfig, Aras.TDF.PublishingConverter” />
</sectionGroup>

</configsections>

<conversionserver xdt:Transform="Replace" xdt:Locator="xXpath(/configuration/Conversionserver)">

<Tnnovatorserver url-"${ADT_TNNOVATOR_URL}/Server/Innovatorserver.aspx” xdt:Transforn-"Replace” />

<Converters>
<Converter name="
<Converter
<Converter
<Converter
<Converter
<Converter

cnf_ExcelpublishingConverter” typ
“cmf_XpsprintingConverter” type
Aras CAD to PDF Converter” t
Aras PRC to SCS Converter™ typ

Aras.Cf .Publishing.excel.ExcelexportConverter, Aras.cmf.Publishing” />
aras.cmf . Publishing.Xps.XpsPrintingConverter,Aras.cmf .Publishing” />

ras. ConversionFramework.Converter. Hoops .HoopsConverter, ArasCadConverter” />

"Aras.Conversionframevork.Converter.Hoops .HoopsConverterPre, ArasCadConverter” />
tp_xnlPublishingConverter” type="Aras.Publishing.XmlpublishingConverter, Aras.TDF.PublishingConverter” />

tp_PdfpublishingConverter” type="Aras.Publishing.pdfpublishingConverter, Aras.TDF.PublishingConverter” />
<Converter tp_HtmlPublishingConverter” ty) ras.Publishing.HtmlPublishingConverter, Aras.TOF.PublishingConverter” />
<Converter name="PDF .Watermarking" type="Aras.PDF .Watermarking.PdfWaternarkConverter, Aras.PDF.Watermarking” />
</converters>
</ConversionServer>

<Convertersettings xdt:Transform="Replace” xdt:Locator="XPath(/configuration/Convertersettings)">
<1-- place here configuration sections for converters -->
<ArasCadConverter>

<application converterpath=".\H0OPS Converter\bin\converter.exe” /

<Command arguments="--sc_compute_bounding boxes ‘All"

<output>
<UploadTovault>
<File extensis
<File extensio
<File extension:
<File extensi
<File extensi

>
input_pdf_template file '.\HOOPS Converter\templates\8lank Template L.pdf' --output pdf ‘%filepath¥\¥filenameX.pdf
output_prc” />

output_scs” />
output_pdf" />
output_png” />
output_stl" />

" argsMarkers
argstarkers:
argstarkers
ng” argsharkers
stl" argsMarkers:
<File extension="xml" argsMarkers=

output_xml_assemblytree” />
</UploadTovault>

</Output>

<Assemblycommand dynamicEnabled="True" arguments="--sc_compute_bounding boxes 'All’
</ArascadConverter>
<ArasCadConverterPrc>

input_pdf template file *.\HOOPS Converter\templates\Elank Template L.pdf'
<Comnand arguments="--output_scs ‘XfilepathX\¥filenameX.scs' --output xml_assemblytree ‘%filepath¥\%filenameX.xml’
<output>
<UploadTovault>
<kile extensi

output_p
<Application converterPath=".\H0OPS Converter\bin\converter.exe” />

output_logfile ‘%filepath¥\Xfilename¥.log'" />
" argsharkers:
<File extensio

<File extensiol
<File extensiol
<File extension-
<File extension="

outout orc” />
output_scs” />
output_pdf" />
--output_png" />

output_stl” /

s
" argsMarkers="--output_xml_assemblytree" />
</uploadTovault>
</output>
<AssemblyCommand dynamicEnabled="True
</arasCadConverter>

arguments="--sc_compute_bounding_boxes 'All" --input_pdf_template_file
<ArasCadConverterprc>

<Application converterPath=".\HOOPS Converter\bin\converter.exe" />
<Command arguments="--output_scs '%filepath%\%filenameX.scs"
<output>
<uploadTovault>
<File extension="|
<File extension=
<File extension-
<File extensio
<rile extensio
<File extension
</UploadTovault>
</output>
</arascadconverterprc>
<PdfPublishingConverter>

L\HOOPS Converter\templates\Blank_Template_L.pdf' --output |

prc” argsMarke
cs* argsMarket
df" argsMarkers

--output_xml_assemblytree '¥%filepath¥\%filenameX.xml' --output_logfile '¥filepath¥\%filenameX.log'" />
-output_prc” />

output_scs” />

utput_pdf" />

utput_png” />

output_stl" />

-output_xml_assemblytree” />

"xml" argsMarkers="

<ConvertionTool path="${ADT_CONVERSION_INSTALLATIONPATH}\Prince\bin\prince.exe"/>
</pdfpublishingConverter>

</Convertersettings>

</configuration>

For more specific information about a specific converter, refer to the relevant product documentation.

This documentation will provide the essential specifications that need to be added.

2.

Add the namespace specification to the document’s top-level element.

The steps outlined below demonstrate how to convert the above template into the desired format.
1.

Use the Match (name) selector and InsertIfMissing transformation for each section element
in the section group.

Observe that a Build System parameter is utilized in the ConversionServer element. The
Build System generates a comprehensive list of these parameters. Ensure to review this list and

use the parameters associated with the current versions.

<Conversionserver xdt:Transfor eplace”

xdt:locator="XPath(/configuration/Conversionserver)"”>
<Innovatorserver url="S{ADT_INNOVATOR_URL

server/InnovatorServer.aspx” xdt:Transform="Replace" />

Note:

Element InnovatorServer: "${ADT INNOVATOR URL}/Server/InnovatorServer.aspx"
consider using the simpler ${ADT DATABASE INNOVATORSERVERASPXURL}

cannot be hardcoded or predetermined.

It is important to utilize these parameters, as the location of various servers in the cloud
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3. For section Group, add missing Converter elements to the Converters element.

<Converters>
<Converter name="cmf_ExcelPublishingConverter™ type="Aras.Cmf.Publishing.Excel.ExcelExportConverter, Aras.Cmf.Publishing” />
<Converter name="cmf_XpsPrintingConverter” type="Aras.Cmf.Publishing.Xps.XpsPrintingConverter,Aras.Cmf.Publishing™ />
<Converter

name="Aras CAD to PDF Converter"” type="Aras.ConversionFramework.Converter.Hoops.HoopsConverter, ArasCadConverter™ />
name="Aras PRC to SCS Converter” type="Aras.ConversionFramework.Converter.Hoops.HoopsConverterPrc, ArasCadConverter™ />
name="tp_XmlPublishingConverter” type="Aras.Publishing.XmlPublishingConverter, Aras.TOF.PublishingConverter" />
names="tp_PdfPublishingConverter” type="Aras.Publishing.PdfPublishingConverter, Aras.TOF.PublishingConverter” />
name="tp_HtmlPublishingConverter™ types"Aras.Publishing.HtmlPublishingConverter, Aras.TOF.PublishingConverter” />
name="POF .Watermarking” type="Aras.PDF.Watermarking.PdfWatermarkConverter, Aras.POF.Watermarking" />

<Converter
<Converter
<Converter
<Converter
<Converter
</Converters>

4. Add converters if missing for the ConverterSettings element. Notice that these elements

have child elements.

<Convertersettings xdt:Transform="Replace” xdt:Locator="XPath(/configuration/Convertersettings)">
<1-- Place here configuration sections for converters -->
<ArasCadConverter>

<Application converterPath=".\HOOPS Converter\bin\converter.exe" />
<Comnand arguments="--sc_compute_bounding_boxes 'All' --input_pdf template file

.\HOOPS Converter\templates\Blank Template L.pdf' --output pdf '%filepathX\%filenameX.pdf
<output>

<UploadTovault>

<File ion="prc" argsMarkers="--output_prc" />

<ile cs” argstarkers="--output_scs” />

<File df" argsharkers="--output_pdf" />

<File
<File 1" argsMarker:
<File extension-"xml" argsMarkers
</uploadTovault>
</output>
<AssemblyCommand dynamicEnabled="True" arguments="
</ArasCadconverter>
<arasCadConverterprc>
<Application converterPath=".\HOOPS Converter\bin\converter.exe" />

<Command arguments="--output_scs '%filepath¥\¥filename¥.scs' --output_xml_assemblytree '%filepath%\%¥filename%.xml’ --output_logfile '%filepath¥\¥filename¥.log'" />
<Output>

<UploadTovaults
ile extension-

output_png” />
output_st1” />
--output_xml_assemblytree” />

sc_compute_bounding boxes ‘ALL" --input pdf template file '.\HOOPS Converter\templates\slank Template L.pdf' --output

" argsMarkers="--output_prc" />

<File argstarkers"--output_scs" />
<File * argsMarkers="--output_pdf" />
<File

" argsviarkers="--output_png" />

<File " argstarke output_stl” />
<File argstiarke output_xml_assemblytree” />
</uploadTovault>
</0utput>

</ArasCadConverterPros
<PdfPublishingConverters
<ConvertionTool path="${ADT_CONVERSTON_TNSTALLATIONPATH}\Prince\bin\prince.exe"/>
</PdfPublishingConverter>
</ConverterSettings>
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Appendix VI: Vault Replication

This section illustrates the process of enabling vault replication for the Aras Innovator instance.
Enabling the vault replication for the Aras Innovator instance requires two following steps:

1. Creating a transformation file.
2. Running the pipelines.

Create Transformation File

The following steps outline the process of creating a transformation file:

1. Create a transformation configuration file in the
/TransformationsOfConfigFiles/AgentService/ folder of the Work.git Repository
and name it replication.config.

2. Add the following content to the file:

<replication xmlns:xdt= http://schemas.microsoft.com/XML-Document-
Transform status="enabled"

xdt:Transform="SetAttributes (status)"></replication>

3. Commit the changes.

Run Pipelines

The following Pipelines can process the Aras Innovator deployments with Vault Replication:

e continuous-integration
e deploy-innovator
e delete-innovator

The following steps outline the process of configuring a Pipeline to enable Vault Replication:

1. To configure the Pipeline to deploy Aras Innovator with Vault Replication, set the
cluster_index Pipeline Variable to 00.

2. To configure the Pipeline to deploy Aras Innovator without vault replication, set the
cluster_index Pipeline Variable to 01.

A value of 00 indicates that the Pipeline deploys the necessary components needed to enable
Vault Replication on all clusters.

A value of 01 indicates that the Pipeline deploys only the primary Aras Innovator instance
without Vault Replication.

Refer to the Aras Innovator — Configuring Vault Replication document for the steps on
configuring the replication rules.
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Appendix VII: Continuous Integration Pipeline
Configuration

By default, Continuous Integration pipeline is configured to execute the following logical steps:
Build artifacts with customizations

Deploy Aras Innovator with customizations.

Run integration tests

Delete Aras Innovator.

PwnNPE

You can view and run these steps by opening the CI pipeline, clicking the Run Pipeline button, and
expanding the Stages section. The default pipeline consists of the following stages:

e CommitStage — Builds artifacts with customizations.

o DeployAndTests — Deploys Aras Innovator, runs integration tests, and deletes the instance
afterward.

« Stages to run X

Deselect stages you want to skip for this run

(<)

Run all stages

CommitStage

Mo dependencies

(<]

DeployAndTests

Depends on: Commitstage

Cancel Use selected stages

Automatic Triggering

Cl pipelines are automatically triggered when there are changes to the following branches:
development, sit, uat, or prod, or when a Pull Request (PR) is targeted to any of them.

Note: CI pipelines will not trigger automatically for custom branches unless explicitly configured.

€ Use Case 1: Customize Build Validation Rules for Custom Branches

You may want to change the CI behavior for custom branches—for example, to trigger Cl on PR
creation or disable automatic CI runs.

e Disable Automatic Cl Pipeline (Optional for Release 1.10+)

1. Important: If you don't have the necessary permissions, please create a ticket in the support
portal so that the support team can assist you.

To prevent the ClI pipeline from running automatically:
1. Goto Project Settings — Pipelines — Settings
2. Inthe Triggers section, enable Disable implied YAML CI trigger
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Project Settings

2 Team configuration Triggers

) GitHub connections

@ o Limit building pull requests from forked GitHub repositories
Pipelines Configure how to build pull requests from forked repositories. Learn more
& Agent pools @ Disable building pull requests from forked repositories

No pipeline wil build pull requests from forked repositories,
0D Parallel jobs - )
() Securely build pull requests from forked repositories
ilds of pull requests from forked repositories do not have
rmissions as regular builds. All pull requests require a team

% Settings Following secu

B2 Test management member's commen

£ Release retention (O Customize rules for building pull requests from forked repositories

&7 Service connections @ o Disable implied YAML Cl trigger
& XAML build services

eline only for code changes that match its trigger section. De not trigger the pipeline if the

section is missing.

Repos

¢’ Microsoft Docs: Prevent Unintended Pipeline Runs

Cl pipelines for development, sit, uat, and prod will still trigger automatically, but for custom branches
it will not.

e Enable CI Pipeline for Custom Branches on Pull Requests
. Important: If you don't have the necessary permissions, please create a ticket in the support

portal so that the support team can assist you.

To configure ClI for a specific custom branch:
Go to Project Settings — Repositories — Your repository
Select the branch (e.g., FeatureDevelopment)
Go to the Policies tab

Under Build Validation, add or edit the validation rules

PN

Project Settings Settings  Policies Security  Approvals and checks
W Farane jous « Work +
@ Settings : _—
_ ~ Build Validation 4 = Filter +
= = feature x
B Test management Validate code by pre-merging and building pull requast changes
& Release retention £ FeatureDevelopment @
Ensbled Name T Path fiter Trigger Inheritance
¥ Service connections
B XAML build services ContinuouslntegraticnAicd Manual
@ o Optional Expires after 12 hours
Repos
/= ContinuouslntegrationAicd Automatic
@ ) ort - Never Expires
& Repositories equired ever Expires
DeletelnnovatorAicd Manual
Artifacts @ o Optional Expires after 12 hours
A
4l Storage @ - DeploylnnovatorAicd Manual
" Optional Expires after 12 hours
Test

&’ Microsoft Docs: Build Validation

€ Use Case 2: Develop in Custom Branch Without CI Pull Request Validation

If you're developing in a custom branch and want to bypass CI validation during PRs, you can
disable CI on PRs but still run it manually afterward.

o Disabling CI Pipeline automatic run for Pull Requests to custom branch
1. Create a custom branch (e.g., FeatureDevelopments)
2. Configure policies:
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Important: If you don't have the necessary permissions to perform this step, please create a
ticket in the support portal so that the support team can assist you.

o Goto Project Settings — Repositories — Your repository — Your branch
o Under Policies, find Build Validation
o Either remove or disable the CI validation rule

Project Settings Settings Policies Security Approvals and checks
« Work +

A ¥AML build services

| E— ~ Build Validation 1 Filter +
Repos - alidate code by pre-merging &

& Repositories | ¥ FeatureDevelopment @

Enable Name 1 Path filte Trigge nheritance
Artifacts I

ContinuousintegrationAicd Auromatic
® ) ox cont g "

 Storage

This setup allows PRs to be merged without ClI validation.

Pull request without Cl validation

1514 (@) Veronica Ignatyuk propases to merge Workruslan.neborak gesflic fix 0 into FeatureDevelopment

Overview Files Updates Commits Conflicts

No merge conflicts
Last checked Just now

Description Vi

Run CI Pipeline with one stage manually after merge
Open the Cl pipeline

Click Run Pipeline

Select your branch (e.g., FeatureDevelopments)

Click Stages to run, select only CommitStage

Click Use selected stages and Run pipeline

R W e
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< Stages to run

Deselect stages you want to skip for this run
Run all stages

CommitStage
Mo dependencies

DeployAndTests

Depends on: CommitStage

/  Ensure that skipped stages do not produce any artifacts
required by later stages.

Cancel Use selected stages

As soon as the pipeline passes it will be possible to deploy a new instance based on this CI pipeline
run

o Deploy using ClI Artifacts with one stage

1. Open the Deploy Innovator pipeline

2. Click Run Pipeline

3. Select the same branch (e.g., FeatureDevelopments)

4. Click Resources — Select the Cl pipeline run from the previous step
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<« Continuousintegration_ArasENG X
Select the pipeline run to use
r
| Q. Search pipeline runs ‘ '
Pipeline run Completed
#20250505.3
) 3t
. o ¢ Custom-30475-7c0dcba5-5... ¥ d2cclc?c Sl
#20250505.2 L
O ° @ r-30477-305bfb81-5aa53 ¢ 7833718d 3h ago
w

Cancel Use selected run

5. Click Use selected stages, then Run pipeline

This allows rapid deployment based on the most recent merged changes.

¢ Use Case 3: Fast Integration Without Repeating Cl Validation

Each developer works in their own fork/branch and wants to integrate all branches with the
development branch. You want to avoid running CI pipeline per each PR that can lead to multiple ClI
pipeline validation.

Steps:

Create custom branch for integration (e.g. IntegrationBranch)
Disable Build Validation rules for custom branch (see Use Case 2)
Target all Pull Requests to IntegrationBranch

Merge PRs without CI validation

Create a PR from IntegrationBranch to developmentbranch

Fix any issues until the ClI pipeline passes ("green") before merging

o gk whrE

¢ Use Case 4: Validate Deployability Before Merging a PR to custom branch (Without
Waiting for Integration Tests)

If your PR doesn’t change any code covered by integration tests, you may want to validate
deployability before merging it, skipping unnecessary test time.
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Steps:
1. Open Project settings -> Repositories -> Your work repository (e.g. “Work”) -> Required
branch (e.g. “FeatureDevelopments”) -> Policies
. Important: If you don't have the necessary permissions to perform this step, please create a
ticket in the support portal so that the support team can assist you.

Project Settings Settings  Policies Security Approvals and checks
« Work +

& XAML build services
— ~ Build Validation 1 e *
= feat

Repos R e e -

o ¥ FeatureDevelopment §
QL= | Enable Name 1 Path filt Tigge nheritance

Artifacts I @ o ContinuousintegrationAicd Automatic

# Storage

1. Make sure that Continuous Integration pipeline is configured as optional for custom branch in
“Build Validation” section.

1. Important: If you don't have the necessary permissions to perform this step, please create a
ticket in the support portal so that the support team can assist you.
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[ 1 r 9

. Edit build policy X

Enabled
@ on

Build pipeline *

‘ ContinuousintegrationAicd ot ‘

Path filter (optional)
| | o

Trigger

-::::Z' Automatic (whenever the source branch is updated)

@® Manual

Policy requirement

() Required

Build must succeed in order to complete pu requests,
@ Optional

Build failure will not block completion of pull requests

Build expiration

'3::1' Immediately when ¥ FeatureDevelopment is updated

| ® After hours if ¥ FeatureDevelopment has been

updated
" () MNever

Display name

1. Create optional “Build Validation” policy for Deploy Innovator and Delete Innovator pipelines

1. Important: If you don't have the necessary permissions to perform this step, please create a
ticket in the support portal so that the support team can assist you.
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~ Build Validation 4 = Filter +

Validate code by pre-merging and building pull request changes.

Enabled Name T Path filter Trigger Inheritance
@ off ContinuousintegrationAicd Automatic

Required Never Expires
D on ContinuousintegrationAicd Manual

Optional Expires after 12 hours
0 on DeletelnnovatorAicd Manual

Optional Expires after 12 hours
D o DeploylnnovatorAicd Manual

n Optional Expires after 12 hours

1. Create Pull Request
2. Click on "View 3 checks" link

Pull request without Cl validation

514 @) Veronica Ignatyuk proposes to merge Workuslanneborak gesflic fix 0 into FeatureDevelopment

Overview Files Updates Commits Conflicts

° No required checks
@ 3 optional checks natyet run

View 3 checks ®

No merge conflicts
Last checked Just new

1. Click on "Queue" button for the CI pipeline
| |

- Checks % i

{ The displayed list of checks may be truncated for optimal
performance. For a smoother experience, please maintain z
reasonable number of policies (fewer than 100)

Optional

le=r

ContinuousintegrationAicd
o . Queue
Build not run @

DeletelnnovatorAicd
o Queue

Build not run

o DeploylnnovatorAicd

_ Queue
Build not run

1. |Ifitis not necessary to run integration tests, then open triggered ClI pipeline, cancel the triggered
pipeline and click Run New button

2. Inthe opened window make sure that pipeline will be triggered on Pull Request branch and
configure other parameters of Cl pipeline following the steps from Use Case 2
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Branch/tag
& refs/pull/516/merge v
Select the branch, commit, or tag

1. Run pipeline

2. When CI pipeline is finished, repeat steps 6 for Deploy Innovator pipeline, cancel the triggered
pipeline and click Run New button

3. Inthe opened window make sure that pipeline will be triggered on Pull Request branch

Branch/tag

¥ refs/pull/516/merge v

Select the branch, commit, or tag

Click on Resources and select Continuous Integration pipeline from step 6 as a source
Configure other parameters as necessary

Run pipeline

After Deploy Innovator pipeline is finished, it is possible to do required validation.
Repeat steps 10-14 for Delete Innovator pipeline to clean up.

S A
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